IT Essentials: PC Hardware and Software v4.1 Chapter 12 — Lab/Student

12.2.4 Optional Lab: Customize Settings in Windows 7

Introduction
Print and complete this lab.

This lab is comprised of five parts. This lab is designed to be completed in multiple lab sessions.

Part 1. Managing Virtual Memory, Startup Options, and Windows Update in
Windows 7

In this part of the lab, you will customize Virtual Memory settings. You will customize the Startup
Folder and RunOnce Key in the Registry. You will change the default Windows Update option.

Recommended Equipment
e A computer running Windows 7
e Internet access

Step 1
Log on to Windows as an Administrator.

Click Start > Computer.

The “Computer” window appears.
2% I B

——

Organize « System properties Uninstall or change a program

o
4.7 Favorites — 4 Hard Disk Drives (4)
B Desktop Local Disk (C:)

& Downloads L @ - J ~ = Local Disk (E:)
3 56.3 GB free of 76.0 GB =g

Y
= Recent Places

Mew Volume (F:) Mew Yolume (G:)
: I = J ~ oy
“ Il linane S 153 66 free o7 4588 GB S 169 M8 fres o7 499 VB
[ ;3 Documents

b g Music 4 Devices with Removable Storage (2)

e}

I [ Pictures &
; Floppy Disk Drive (A:) DVD RW Dirive (D)
> E Videos = =

-

' | VICKI-PC Workgroup: WORKGROUP Mernorny: 3.00 GB
= Processor: Intel{R) Pentium(R) 4 C...

Step 2
Double-click the Local Disk (E:) drive.

Click Format disk to confirm the drive E: is to be formatted.

© 2007-2011, Cisco Systems, Inc. All rights reserved. Page 1



IT Essentials: PC Hardware and Software v4.1 Chapter 12 — Lab/Student

o8
=
®

Organize v

Properties Systern properties Uninstall or change a program =~ 2

.0 Favorites 4 Hard Disk Drives (4)

Bl Desktop Local Disk (C:)
8 Downloads E o — | = Local Disk (E3)
56,3 GB free of 78.0 GE ="

| Rpumnns
Microsaft Windows - 3 New Volume (G)

= Libr -
o 469 ME free of 499 MB

= o You need to format the disk in drive E: before
J )| youcanuse it.

&l P Do you want to format it?

Bv

DVD RW Dirive (Dr)

Format diskml [ Cancel

Step 3
The “Format Local Disk (E:)” window appears.

Select NTFS in the File system drop-down menu.

Click Start.
=[x |
— Format Local Disk (E:
o Q II. » Comr S ; Search Computer o
- —— Capacity: 1
Organize » Propertie1 [488(35 v] ogram  ® Bz~ ®
5.0 Favorites || Fiesystem
B Desktop [NTFS (Defait) -
5 Downloads Allocation unit size ‘_’;—" Local Disk (E:)
“El Recent Places [4095 bytes .] 3as
Mew Volume (G:)
oy |

m,

& Libraries | == 160 ME free of 499 VB

@ Documents

& Music | Volume label
Pictures
& X g ovo | DVD RW Dirive (Cr)
B videos Format options =
| [ Quick Format
*d Homegroup I | [Jcreate an Ms-DOS startup disk

18 Computer |
£, Local Disk (C:)

s Local Disk (E)  _ [ strt %J [ dose
Local Disk (E:)

€&3p” Local Disk

A “Warning” window appears.

Click OK.
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.. Local Disk (E)

Organize » Properties|
. Favorites i
Bl Desktop
5 Downloads

*E—.___I Recent Places
- Libraries

@ Documents

J’ Music

[&] Pictures

i Videos

m

l@ Homegroup

18 Computer
£, Local Disk (C:)
—w Local Disk (E:)

Local Disk (E:)

Capacity:

[+.88 8 -]
File system

[NTFs efault) -]
Allocation unit size

[ 4036 bytes -]

program  » g- » [

_— > Local Disk (E)

=y Wl |
S 159 ME free of 499 ME

Mew Volume (G:)

Format Local Disk (E:)

=

WARNIMG: Formatting will erase ALL data on this disk.
_ To format the disk, click OK. To quit, click CANCEL.

[

€&3p” Local Disk

Windows formats the drive.

oK QJ | Cancel

When the “Format Complete” message appears, click OK.

Organize « Properties|
- -
3 Favorites =
B Desktop
& Downloads

“Zl Recent Places

= Libraries
@ Documents
J’ Music
[E5] Pictures
B Videos

m

@ Hemegroup

18 Computer
&, Local Disk (C)
a Local Disk (E:)

Local Disk (E:)

=

The “Format Local Disk (E:)” window re-appears.

Fﬁn‘nang Local Disk (E})

Capacity:

|4.83 B -]
File system

[NTFS (Default) ~|
Allocation unit size

4096 bytes -|

| Restore device defaults

Prog ram

3 i:_ -

Local Disk (E:}

|
4,83 GB free of 4,88 GB

Mew Volume (G:)

-
469 MB free of 499 MB

Formatting Lecal Disk (E:)

@ Format Complete.

Local Disk .
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Click Close.

Format Local Dis

Capacity:

Local Disk (E:)

Organize » Properti [4.88(35 v]
S Favorites —i File system
Bl Desktop [NTES (Default) -]
& Downloads Allocation unit size

4.83 GE free of 488 GB

UES
‘I= Recent Places

4096 bytes

Mew Volume (G:)

-
469 ME free of 409 MB

4 Homegroup

18 Computer

9 Libraries =
@ Documents
J‘ Music Volume label
[E5] Pictures
E Videos

Format options

L [ Quick Format
[[] create an M5-DOS startup disk

| DVD RW Drive (D:)

£, Local Disk (C3)
u Local Disk (E:)

Local Disk (E)

&3 LocalDisk

Close all open windows.

Step 4

Click Start > Control Panel > System and Security > System > Advanced system

settings.

5:_-2' . | + Control Panel » System and Security » System - Search Control Panel
R

Control Panel Home

'@' Device Manager
@' Remote settings
@' System protection

@ Advanced system se'ctings{b

See also
Action Center
Windows Update

Performance Information and
Tools

View basic information about your computer

Windows edition

Windows 7 Professional

Copyright @ 2009 Microsoft Corporation. All rights reserved.

Systermn
Rating:
Processor:
Installed memory (RAM]):
System type:

Pen and Touch:

mWindcws Experience Index

Intel(R) Pentium(R) 4 CPU 3.00GHz 3.00 GHz
3.00 GB

32-bit Operating System

Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

The “System Properties” window appears.

o
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Select the Advanced tab and then click Settings in the “Performance” area.

Step 5

| Computer Name | Hardware | Advanced | System Protection | Remote |

You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memorny usage, and virtual memory

Settings...

User Profiles
Desktop settings related to your logon

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings...

Environment Varables. ..

OK ][ Cancel ] Apply

The “Performance Options” window appears.
Click the Advanced tab.

r —— = b\
Performance Options &
-\ﬂsua\ Effects AdVE"CEdL\\) Data Execution Prevention

Processor scheduling

Choose how to allocate processor resources.

Adjust for best performance of:

(@ Programs (7) Background services

Virtual memary

A paging file is an area on the hard disk that Windows uses as
ifit were RAM,

Total paging file size for all drives: 3071 MB

L —— ~

What is the current size of the Virtual Memory (paging file)?
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Click Change in the “Virtual memory” area.

£ o — ™
Performance Cptions M

visual Effects | Advanced | Data Execution Prevention |

Processar scheduling

Choose how to allocate processor resources.

Adjust for best performance of:

@ Programs (©) Background services

Virtual memary

A paging file is an area on the hard disk that Windows uses as
if it were RAM,

Total paging file size for all drives: 3071 MB

|

L == ~

The “Virtual Memory” window appears.

Remove the check mark from Automatically manage paging file size for all drives.

7 ————
Virtual Memory

==X

aging file size for each drive

%ﬁutﬂmaﬁmlly manaage paging file size for all drives
P

() Custom size:

Initial size (ME):
Maximum size (MB):

@ System managed size
) No paging file

Total paging file size for all drives
Minirmum allowed: 16 ME
Recommended: 4606 MB
Currently allocated: 3071 MB

Drive [Volume Label] Paging File Size (MB)
[ | ocal DIsk System managed
E: Mone
F [Mew Vaolume] Mone
G: [Mew Volume] Mone
H: Mone

Selected drive: C: [Local DIsk]

Space available: &0809 MB

[ QK ] [ Cancel
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What Drive or [Volume Label] contains the paging file?

Choose the E: drive.

Click the Custom size radio button.

- = = '
Virtual Memory ﬁ

[ Automatically manage paging file size for all drives

Paging file size for each drive

Drive [Volume Label] Paaqing File Size (MB)
C: ocal DIsk] System managed
F [Mew vaolume] Mone

G: [Mew Valume] Mone

H: Mone

Selected drive: ES

Space available: 4947 MB

Iﬁ‘}[:ustom size:

Ittaal size (MB):

Maximum size (ME):

(") System managed size

(71 Mo paging file Set

Total paging file size for all drives
Minimum allowed: 16 MB
Recommended: 4606 MB
Currently allocated: 3071MB

[ oK ] [ Cancel

L

-

Look at the recommended size in the “Total paging file size for all drives” section of the

“Virtual Memory” window.

Type in a number smaller than the recommended file size in the Initial size (MB): field.

Type in a number that is larger than the Initial size but smaller than the recommended file

size in the Maximum size (MB): field.

Click Set.

© 2007-2011, Cisco Systems, Inc. All rights reserved.
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r B > '
Virtual Memory ﬁ

[7] Automatically manage paging file size for all drives
Paging file size for each drive

Drive [Volume Label] Paging File Size (MB)
£ ocal DIsk] System managed
F [Mew Volume] MNone

G: [Mew Volume] None

H: MNone

Selected drive: =

Space available: 4947 MB

@) Custom size:
Initial size {MB): 2606

Maximum size (MB): | 3606

() System managed size

= No pagng fie

Total paging file size for all drives
Minimum allowed: 16 MB
Recommended: 4606 MB
Currently allocated: 3071 MB

OK ] [ Cancel

Select the C: drive.
Click the No paging file radio button, and then click Set.

r O T, x '
Virtual Memory ﬁ

[] Automatically manage paging file size for all drives
Paging file size for each drive
Drive [Volume Label] Paging File Size (MB)

(o | ocal DIsk] System managed
E= 2806 - 3606

F: [Mew volume] Mane

G: [Mew Valume] Mone

H: Mone

Selected drive: C: [Local DIsk]

Space available: 60809 MB

() Custom size:

Initial size: (ME}: 2606

Maximum size (ME); | 3606

() System managed size

Total paging file size for all drives
Minimum allowed: 16 MB
Recommended: 4606 MB
Currently allocated: 3071 MB

E OK ] l Cancel
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The “System Properties” warning message appears.

-
System Properties

. If you disable the paging file or set the initial size to less than 200
;J_—l megabytes and a system error occurs, Windows might not record

details that could help identify the problem. Do you want to continue?

-

[ Yes [ ’ Mo
L -
Click Yes.
Click OK to accept the new virtual memory settings.
i = '
Virtual Memory ﬁ
[ Automatically manage paging file size for all drives
Paging file size for each drive
Drive [Volume Label] Paaqing File Size (MB)
[0 Local DIsk] Mone
E: 2606 - 3606
F: [Mew vaolume] Mone
G: [Mew Valume] Mone
H: Mone
Selected drive; C: [Local DIsk]
Space available: 60309 MB
(71 Custom size:
Initial size (ME]:
Maximum size (ME):
(") System managed size
(@) Mo paging file Set
Total paging file size for all drives
Minirmum allowed: 15 MB
Recommended: 4508 MB
Currently allocated: 3071MB
[ Ok [}J [ Cancel
Lo -
The “Performance Options” window re-appears, click OK.
© 2007-2011, Cisco Systems, Inc. All rights reserved. Page 9
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o o B ™
Performance Options ﬂ
Visual Effects | Advanced | Data Execution Prevention |

Processor scheduling

Choose how to allocate processor resources.

Adjust for best performance of:

@) Programs () Background services

Virtual memory

A paging file is an area on the hard disk that Windows uses as

if it were RAM,

Total paging file size for all drives: 5677 MB

[ Ok D\}J [ Cancel Apply
)

L = o
Click OK.

The “System Properties” message window appears.

| Computer Name | Hardware | Advanced |System Protection I Hernote|

‘You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memary usage. and virtual memory

Settings...

User Profiles
Desktop settings related to your lagon

Startup and Recoveny
System startup, system failure, and debugging information

Settings...

Environment Varables..

oK &!L][ Cancel | [ Aeply

Click OK.
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Step 6

Navigate to and open the “Virtual Memory” window.

What Drive or [Volume Label] contains the paging file?

-

e B
Virtual Memory ﬂ

[~] Automatically manage paging file size for all drives

Paging file size for each drive

Drive [Volume Label] Paging File Size (MB)

C: | ocal DIsk] Mone

E: 2606 - 3606

F: [Mew Yolume] Maone

G: [Mew Volume] Mone

H: Mone

Selected drive: C: [Local DIsk]

Space available: 60809 MB

() Custom size:

() Gystem managed size

(@ No paging file Set
Total paging file size for all drives

Minimum allowed: 16 MB

Recommended: 4606 MB

Currently allocated: 5677 MB

[ Ok ] [ Cancel l

-

4

Reset the virtual memory back to the original settings.

Select drive C: [Local Disk] > System managed size > Set.

Next select drive E: > No paging file > Set.

Add the check mark to Automatically manage paging file size for all drives, and then

click OK.

© 2007-2011, Cisco Systems, Inc. All rights reserved.
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Fa

-
Virtual Memaory

Paging file size for each drive

Drive [Yolurme Label]

[MNew Volume]
[MNew Volume]

Tomm

Automatically manage paging file size for all drives

Paging File Size (MB)

Mane
Mone
Mone
Mone

Selected drive:

Space available: 60309 ME
Custom size:

Initial size (ME:

Maximum size (ME):

System managed size
(@) Mo paging file

Total paging file size for all drives
Minimum allowed: 16 MB
Recommended: 4606 MB

Currently allocated: 5677 MB

C: [Local DIsk]

OK hj[ Cancel ]

The “System Properties” restart warning message appears.

Click OK.

Systemn Properties -

L

o |

before they can take effect.

J_\ The changes you have made require you to restart your computer

Click OK to close the following windows: Performance Options, and System Properties.

The “You must restart your computer to apply these changes” message appears, click
Restart Now.

-

Microsoft Windows

=25

changes

You must restart your computer to apply these

Before restarting, save any open files and close all programs.

Restart Mow !ﬁ [ Restart Later
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Page 12



IT Essentials: PC Hardware and Software v4.1 Chapter 12 — Lab/Student

Step 7
Click Start > All Programs > Games > right-click FreeCell > Send To > Desktop
(create shortcut).

Open file location

Pla
Y Vicki

More Games from Microsoft

Support Documents

Pin to Taskbar Pictures
Pin to Start Menu

) . Music
Restore previous versions

Send to Lil] Compressed (zipped) folder
Cut .l [%}ﬁktop (create shortcut)
@ ocuments
Copy
gz Fax recipient
SEEE 1 Mail recipient
% Rename = Floppy Disk Drive (A:)
Properties o4 DVDRW Drive (D:)
P FreeCell | e Removable Disk (H:)
3 Garnes Explorer Help and Support
EI Solitaire -

Back

‘ Search programs and files

Step 8

Click and drag the shortcut FreeCell icon to the Start button.

Do not release the shortcut icon.

The “Start menu” appears.

Drag the icon to All Programs.

© 2007-2011, Cisco Systems, Inc. All rights reserved. Page 13



IT Essentials: PC Hardware and Software v4.1

Chapter 12 — Lab/Student

The “All Programs” menu appears.

Drag the icon to the bottom of the Startup folder.

When a blue text Move to Startup appears next to the FreeCell shortcut icon, release

the icon.

@ Default Programs
@ Desktop Gadget Gallery
& Internet Explorer
@ Microsoft Secu rity Essentials
] Windows DVD Maker
B2 Windows Fax and 5Scan
# Windows Media Center
@ Windows Media Player
@' Windows Update
-, XPS Viewer

J Accessories

J Creative

, Games

, Maintenance

. Microsoft Windows AIK

/ Snagit9

| Startup

J VMware [zt J-l' Move to Startup

Back

| Search programs and files

FShutdown | » |

Vicki

Documents
Pictures

Music

Computer

Metwork

Control Panel
Devices and Printers
Default Programs
Help and Support

Run...

You should see the FreeCell icon listed below Startup.

L. Startup

5 FreeCell

. VMware

1

Back

Default Programs
Help and Support

Run...

© 2007-2011, Cisco Systems, Inc. All rights reserved.
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Step 9
Log off Windows.

Log on to Windows as an Administrator.

What happens when you log in?

Close the FreeCell application.

B Freccell ==t x|
(s

| Game Help

?:_&u]wbw
g ” <
see

»>
e e E=1 200 1) §=

ﬂ

ek

Bopago
L 3 B
L 3 B

Elruar

Build stacks of cards by arranging
them In sequence fram high number
to low, Im alternating cuit colors red
and black,

Game #14514 Cards left: 52

Step 10
Click Start > Search for programs and files > type run > Enter.

oL

Type regedit In the Open: field > OK > Yes.

( =7 Run uw

=== Typethe name of a program, folder, document, or Internet
L= resource, and Windows will open it for you.

OK %—J’ Cancel ] ’ Browse...
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CAUTION: Incorrect changes to the registry can cause system errors and/or system
instability.

The “Registry Editor” window appears.

E 'Hegi Edi
File Edit View Favorites Help

|| HKEY_CLASSES ROOT
> | HKEY_CURRENT_USER

| HKEY_LOCAL_MACHINE
> .|| HKEY_USERS

| HKEY_CURRENT_CONFIG

Expand the HKEY_CURRENT_USER Key.
Expand the Software Key.

Expand the Microsoft Key.

2 Registry Ed
File Edit View Favorites Help
- | HKEY_CURRENT_USER || Mame Type Data
bl Appvents aB](Defautt) REG_SZ (value
iy Console Fa |
B | Control Panel
| Environment
b EUDC
B | Identities
1>~ L Keyboard Layout
| Network
I B . Printers
a . Software
b - | AppDataLow L
1> )y Cisco 3
B | Classes
b | Creative Tech
r> |, Macromedia
- 1o Microsoft
i}‘. Policies
b)) TechSmith
r> . Trolltech
i . VMware, Inc,
I < Jy System e
l> ., Volatile Environment
[+ L HKEY_LOCAL MACHINE - ||« I 3
Computer\HKEY_CURRENT_CONFIG

© 2007-2011, Cisco Systems, Inc. All rights reserved. Page 16
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Expand the Windows Key.

Expand the CurrentVersion Key.

Select the RunOnce Key.

File Edit View Favorites Help

4
b
b

4. . Windows

CurrentVersion

| Action Center
J Applets
. Controls Folder
. DeviceInstaller
. Device Metadata
i~ Explorer
. Group Policy
. HomeGroup
- ime
. Internet Settings
; MCT
. MetCache
) Policies

Run

a R_unOnce"k
| Screensavels
. Shell Extensions

oL Sidebar
| Telephony

4

3

MName Data
3}_'] (Default) (value not set)

N T

Computer\HKEY_CURREMT_USER\Software\ Microsoft\Windows\CurrentVersion\RunOnce

Right-click anywhere in the white space on the right side of the window.

Hover over New and select String Value.

File Edit View Favorites Help

4

[ -
[

e

4. . Windows

CurrentVersion

i
]
A
A
i
]
A

-
i
]
A
A
i
]
A
A

i
]

-
A
i

, Action Center

. Applets

. Controls Folder
. Device Installer
. Device Metadata
. Explorer

{0 Ext

Group Policy

., HomeGroup
-l ime

. Internet Settings
) MCT

. NetCache

. Policies

. RADAR

. Run

. RunOnce

| Screensavers

Shell Extensions

b || Sidebar
. Telephony

< |

3

Data

(value not set)

Key

String Value

Binary Value l}
DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-5tring Value
Expandable String Value

4 m

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\RunCnce

© 2007-2011, Cisco Systems, Inc. All rights reserved.
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Click anywhere in the white space of the window.

Right-click New Value #1 > Rename.

Type Solitaire and press Enter.

File

Edit View Favorites Help

a- | Windows
a- | CurrentVersion
b | Action Center
. Applets
. Controls Folder
- |, DeviceInstaller
. Device Metadata
[y Explorer
; Group Pelicy
b - HemeGroup
. ime
- L Internet Settings
b0y MCT
. MNetCache
- | Policies
, RADAR
. Run
. RunOnce
[+ . Screensavers
b - .. Shell Bxtensions
. Sidebar
. Telephony

&

Mame

ab) (Defautt)

3 <

L1

Data

(value not set)

Computer\HKEY_CURREMT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

File

Edit View Favorites Help

a- . Windows
4. CurrentVersion
b- )l Action Center
b Applets
. Controls Folder
. Device Installer
- |y Device Metadata
-y Explorer
, Group Pelicy
; HomeGroup
- Ly ime
- L Internet Settings
b0y MCT
. NetCache
. Policies
- .. RADAR
. Run
. RunOnce
b Screensavers
- Ly Shell Bxtensions
o~ 1y Sidebar
. Telephony

4

Mame

b (Default)

ab

Type
REG_5Z
REG 57

Data

(value not set)

Madify...
Modify Binary Data...

Delete

Rename

3 < |

LU

Computer\HKEY_CURREMT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

© 2007-2011, Cisco Systems, Inc. All rights reserved.
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Type C:\Program Files\Microsoft Games\Solitaire\Solitaire.exe in the Value data field.

Click OK.

File Edit View Favorites Help

4-. Windaows * || Mame Type [ata
<M Ciment Ieesun ab]| (Default) REG_SZ (value not sef)
Bt Center B8] Solitaire REG 57
- . Applets -
b o Stng 5
. Devic
L Devig Value name:
E: E:Elu Soltaire
| |>; Group | Value data:
b i Homd!| 'C:\Program Files\Microsoft Games'Solitaire’\Solitaire exe
[0 ime
b--!.Interl [ OKQ‘_][ Cancel
beJd MCT :
. MetCache
|, Policies
. RADAR
. Run
i+ 4 RunOnce
b | Screensavers
b . Shell Extensions
b || Sidebar
b . Telephony -
4 i | 3 ' m 3

Computer\HKEY_CURREMNT_USER\Software\Microsoft\Windows\ CurrentVersion\RunOnce

Close the “Registry Editor” window.

| File| Edit View Favorites Help
Import... MName Data
Export... 3_!’] (Default) (value not set)

E lab C\Program Files\Microsoft Games\Solitaire\ Solitaire.exe
Load Hive...
Unload Hive...

Connect Network Registry...
Disconnect Network Registry...

Print... Ctrl+P

Exit N

. Internet Settings
. MCT
. MetCache
. Policies
. RADAR
. Run
i | RunOnce
- |, Screensavers
5~ 1) Shell Extensions
. Sidebar
. Telephony

a

Quits the Registry Editor.
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Step 11

Log off Windows.

Log on to Windows as an Administrator.

What happens when you log in?

Close all open Windows.

Remove FreeCell game from Startup.

Click Start > All Programs > Startup > right-click FreeCell > Delete > Yes.

Acces]
, Creativ
| Games
, Mainte
. Micros
/ Snagit
. Startup

Cut
Copy

Delete {E’)

Rename

z s and Printers
Properties

;:a_-l;r_eec ell

Default Programs

L VMware

Help and Support

© 2007-2011, Cisco Systems, Inc. All rights reserved.
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Step 12
Click Start > Control Panel > System and Security > Windows Update > Change
settings.

Control Panel Home

Windows Update
Check for updates

Change settings
View update his{rjy

< Check for updates for your computer
) \ _ Always install the latest updates to enhance your
Restore hidden updates computer's security and performance.

Updates: frequently asked Check for updates
questions i

Most recent check for updates:  Today at £:03 PM
Updates were installed: 12/20/2010 at 1:17 PM. View update history

You receive updates: For Windows and other products from
Microsoft Update

See also

Installed Updates

In the Important updates drop-down menu select Check for updates but let me choose
whether to download and install them.

el
Choose how Windows can install updates
When your computer is online, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates

l@ Mever check for Eﬁﬁ inot lecommendedi‘

Install updates automatically (recommended)
Download updates but let me choose whether to install them

Recomr.

Mever check for updates (not recommended)
Give me recommended updates the same way [ receive important updates

Who can install updates
[7] Allow all users to install updates on this computer

Microsoft Update

Give me updates for Microsoft products and check for new optional Microsoft software when I
update Windows

Software notifications

[] Show me detailed notifications when new Microsoft software is available

Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

LT

Click OK > Continue.
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Step 13

Windows checks for updates.

The “New updates are available” balloon appears.

Double-click the shield icon in the system tray.

Ixﬂ New updates are available ™ *
=" Click to install them using Windows Update.

Click the link that shows how many updates have been downloaded. Example: 50

important updates are available.

{ h ivl E_T <« All Control Panel tems » Windows Update - | 3 | | Search Cont

Control Panel Home

Windows Update
Check for updates

Change settings =
View update history |

) | computer
Restore hidden updates -

Updates: frequently asked
questions

2 optional updates are
available

Maost recent check for updates:  Today at 4:03 PM

Microsoft Update

Find cut more about free software from Microseft Update.
See also Click here fer details.

Installed Updates

Download and install updates for your

15 important updates
selected, 31.3 MB

Install updates

Updates were installed: 10/22/2010 at 11:32 AM. View update history
You receive updates: For Windows and cther products from

The “Select updates to install” window appears.

Place a check mark next to the important and optional updates to be installed, and then

click OK.
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@©v| ::L <« Windows Update » Select updates to install - | +y | Search Control Panel
Select the updates you want to install
P Y
[ Mame Size “ Windows Malicious o
ecember

Optional (2) Cumulative Security Update for Internet Explorer 8 fo... 86 MB (KB890830) =
[ Cumulative Update for Media Center for Windows 7. 50 MB =| After the download, this
Security Update for Windows 7 (KB2296139) 241 KB tool runs cne time to check
Security Update for Windows 7 (KB2305420) 708 KB your computer for
Security Update for Windows 7 (KB2385678) 154 KB nlEcton bybpeciic

prevalent malicious

Security Update for Windows 7 (KB242308%) 300 KB software (including Blaster,
Security Update for Windows 7 (KB2436673) 11 MB Sasser, and Mydoom) and
Security Update for Windows 7 (KB2442962) TTKE L‘hﬂfiss']fo"';i‘f;”;'”fe‘t'D”
Update for Internet Explorer 8 Compatibility View List.. 25 KB infection is found, the tool
[[] Update for Internet Explorer for Windows 7 (KB24676.., 28 KB - \'\:i” display a status repe &

T il e

Total selected: & important updates [

QK D?J[ Cancel

When the “Windows Update” window appears click Install updates.

@©'| ::L <« All Control Panel Items » Windows Update - | 3 |

Control Panel Home

Windows Update

Check for updates
Change settings
Wiew update history

16 impertant updates are
available

Restore hidden updates

Updates: frequently asked
2 opticnal updates are

Download and install your selected updates

[F=3 EoR 55
Control Panel yol |
@

8 important updates
selected, 11.1 MB

questions
available
Install updates k

Most recent check for updates:  Today at 4:09 PM

Updates were installed: 10/22/2010 at 11:32 AM. View update history

You receive updates: For Windows and cther products from Microscft

Update
Find cut more about free software from Microsoft Update,

See also Click here for details.

Installed Updates

The “Downloading and installing updates...” balloon appears.

i@ Downloading and installing updates.. X

Click to view progress.

You have successfully completed this part of the lab once the “Downloading and
installing updates...” balloon appears.

Reboot the computer.
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Part 2: Windows 7 Hard Drive Maintenance

In this part of the lab, you will examine the results after using Disk Check and Disk
Defragmenter on a hard drive.

Recommended Equipment
e A computer running Windows 7

Step 1

Log on to Windows as an administrator.
Start > Computer > double-click New Volume (G:).

Right-click anywhere in the white space of the folder area for drive G: > Properties >
Tools tab > Check Now.

The “Check Disk New Volume (G:)” window appears. Make sure there is not a check
mark in either checkbox then click Start.

Lj, » Computer » New Volume (G:)

e New Volume (G:) Properties
O = -
r9a Security | Previous Versions I Quota Customize : : ml @ |
General | Tools | Hardware Sharing Date modified Type Sizd
. Emaor-checking .
Uy ris empty.
= _ This option will check the drive for emors.
=
.
& Def Check Disk New Volume (G9) =
= Check disk opti
eck disk options
=
[ Automatically fix file system errors
@ d []5can for and attempt recovery of bad sectors
Bat
|
1% g AI
Ca
[ stat Q'J | cancel
)
s
€ 1y
ok ) [ Cancel ][ Aesly

When the “Your device or disk was successfully scanned” screen appears, click the
expand button next to See details.
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[ Checking Disk New Volume (G:

Your device or disk was successfully scanned
Mo problems were found on the device or disk. It is ready to use.

If you removed the device or disk before all files were fully written to it, parts of some files might still be missing. If so, go
back to the source and recopy those files to your device or disk.

(~) Hide details
Yolume label is New Volume.

CHKDSK is verifying files (stage 1 of 3)...
' 256 file records processed.

File verification completed.
|| 0 largefile records processed.

I 0 bad file records processed.
0 EA records processed,
0 reparse records processed.

CHEDSK is verifying indexes (stage 2 of 3)...
280 index entries processed.

Index verification completed.

CHKDSK is verifying security descriptors (stage 3 of 3)...
256 file SDs/SIDs processed,

Security descriptor verification completed.
12 data files processed.

| Windows has checked the file systern and found no problems,

511999 KB total disk space.
349268 KB in & files.
16 KB in 14 indexes,
5295 KB in use by the system.
I 4608 KB occcupied by the log file.
157420 KB available on disk,

4098 bytes in each allocation unit.
127999 total allecation units on disk.
tl 39355 allocation units available on disk.

How many stages were processed?

Click Close.

Select the Tools tab, click Check Now. Remove the check mark next to Automatically
fix file system errors. Place a check mark in the checkbox next to Scan for and
attempt recovery of bad sectors > Start.
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r '
Check Disk New Volume (G:) 5

Check disk options

[] Automatically fix file system errors
Scan for and attempt recovery of bad sectars

’ Start %]l Cancel ]

When the “Your device or disk was successfully scanned” screen appears click the
expand button next to See details.

Checking Disk New Volui

Your device or disk was successfully scanned

Mo problems were found on the device or disk. It is ready to use.

If you removed the device or disk before all files were fully written to it, parts of some files might still be missing. If so, go back
to the source and recopy those files to your device or disk.

(a) Hide details

Volurne label is New Volume.

CHKDSK is verifying files (stage 1 of 5)...
256 file records processed.

‘| File verification completed.
0 large file records processed.

0 bad file records processed.
0 EA records processed.
0 reparse records processed.

CHKDSK is verifying indexes (stage 2 of 5)...
l 280 index entries processed.

Index verification completed.

CHKDSK is verifying security descriptors (stage 3 of 5)...
256 file 5Ds/5IDs processed.

Security descriptor verification completed.
12 data files processed.

CHKDSK is verifying free space (stage 5 of 5)...
39355 free clusters processed.

Free space verification is complete.
Windows has checked the file system and found no problems.

511993 KB total disk space.
349268 KB in 8 files.
16 KB in 14 indexes.
5295 KB in use by the system.
i 4608 KB occupied by the log file.
157420 KB available on disk.

4096 bytes in each allocation unit.
127993 total allocation units on disk.
39355 allocation units available on disk.

What stages were processed?
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Click Close.

Select the Tools tab, click Check Now.

Place a check mark in both checkboxes then click Start.

-

Check Disk Mew Volume (G:)

S

Checdk disk options

Automatically fix file system errors
[#] Scan for and attempt recovery of bad sectors

Start %J[ Cancel

L4

An information window opens.

-

Microsoft Windows

=2

Windows can't check the disk while it's in use

Do you want to dismount this volume first? Mote: All opened
handles to this velurme will become invalid.

Force a dismount ﬂ [ Cancel

L

Why will Check Disk not start?

Note: This message is displayed because a boot partition will be scanned, or a non-boot
partition that is going to be scanned is open.

Click Force a dismount.

When the “Your device or disk was successfully scanned” screen appears click the
expand button next to See details.
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Checking Disk New Volume (G:]

Your device or disk was successfully scanned

Mo problems were found on the device or disk, It is ready to use,

If you removed the device or disk before all files were fully written to it, parts of some files might still be missing. If so, go back to the

source and recopy those files to your device or disk,
(A) Hide details
Volume dismounted. All cpened handles to this volume are now invalid,

Volume label is Mew Volume,

o| CHKDSK is verifying files (stage1 of 5)...
256 file records processed.

File verification completed.
0 large file records processed.

0 bad file records processed,
0 EA records processed.
0 reparse records processed.

CHKDSK is verifying indexes (stage 2 of 5)...
280 index entries processed.

Index verification completed.

CHEDSK is verifying security descriptors (stage 3 of 5)...
256 file 5Ds/5IDs processed.

Security descriptor verification completed.
12 data files processed.

CHKDSK is verifying file data (stage 4 of 5)...
240 files processed.

File data verification completed.
CHEDSK is verifying free space (stage 5 of 5)...
121275 free clusters processed,

Free space verification is complete.
Windows has checked the file system and found no problems,

511993 KB total disk space.
21588 KB in 7 files.
16 KB in 14 indexes.
5291 KB in use by the system.
4608 KB occupied by the log file.
485104 KB available on disk.

4096 bytes in each allecation wunit.
127999 total allecation units on disk.
121276 allecation units available on disk.

What stages were processed?

What is being verified in each of the stages?

Were any problems found with the volume?
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If so what are they?

Click Close and close all open windows.

Step 2

Start > Control Panel > System and Security > View event logs. In the left pane

expand Windows Logs > select Application.

File Action View Help

h ke 2l N4

@ Event Viewer (Local) Application Nurnber of events: 1,401
i [ Custom Views
4 ['wy Windows Logs

=] Application (1 Information  12/24/2010 8:32:45 AM Chkdsk
=] Security ®Information 12/24/2010 8:30:23 AM Vss
] Setup (i)Information  12/24/2010 8:27:23 AM Chkdsk
@ System ®Inf0rmation 12/24/2010 8:16:50 AM Vss

Date and Time Source

Event ID

Task Category

5] Forwarded Events

1+ [ Applications and Serviy il G e

|4 Subscriptions General | Details

Chkdsk was executed in read/write mode.

Checkina file svstern on G

4|

Application

Open Save...
Create Cu...
Import Cu..
Clear Log...
Filter Curr...

Properties
Find...

Save All Ev...
AttachaT..

View

Double-click the top event in the middle pane. If the displayed event is not Chkdsk, click
the black down arrow until the Chsdsk event appears.

General | Details

Chkdsk was executed in read/write mode.

Checking file system on G:
Volume dismounted. All opened handles to this volume are now invalid.
Volume label is New Volume.

CHKDSK is verifying files (stage 1 of 5)...

CHKDSK is verifying security descriptors (stage 3 of 5)...

Cleaning up 2 unused index entries from index §50H of file 0:4.
Cleaning up 2 unused security descriptors.
Security descriptor verification completed.

CHKDSK is verifying free space (stage 5 of 5)...
121275 free clusters processed.
Windows has checked the file system and found no problems.

511999 KB total disk space.
21588 KB in 7 files,
16 KB in 14 indexes.
5291 KB in use by the system.
4608 KB occupied by the log file.
485104 KB available on disk.

4096 bytes in each allocation unit.
127999 total allocation units on disk.
121276 allocation units available on disk.

256 file records processed. File verification completed.

0 large file records processed. 0 bad file records processed.
processed. 0 reparse records processed.
of 5)...

280 index entries processed. Index verification cormpleted.

12 data files processed. CHKDSK is verifying file data (stage 4 of 5)...
240 files processed. File data verification completed.

Free space verification is complete.

0 EA records
CHKDSK is verifying indexes (stage 2

256 file SDs/SIDs processed. Cleaning up 2 unused index entries from index S5II of file (9.
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Which stages are shown as completed?

Close all open windows.

Step 3
Start > Computer > right-click drive (C:) > Properties > select Tools tab > click

Defragment Now button.

The “Disk Defragmenter” window appears.

T e E——

+  Disk Defragmenter consolidates fragmented files on your computer's hard disk to improve system
@‘ performance. Tell me more about Disk Defragmenter.

Schedule:

Scheduled defragmentation is turned on ’ '&' Configure schedule...

Run at 1:00 AM every Wednesday
Mext scheduled run: 12/29/2010 2:33 AM

Current status:

Disk Last Run Progress

E Local D=k (C:) 12/22/2010 8:45 AM (0% fragmented)

= (B) Mever run L]
I | = New Volume (F:) Mewver run

i Mew Volume (G:) Mewver run

s () Mewver run

— System Reserved 12/22/2010 8:44 AM (0% fragmented)

Only disks that can be defragmented are shown,
To best determine if your disks need defragmenting right now, you need to first analyze your disks.

[ B Analyze disk l ’ B Defragment disk L\SJ

Close

Make sure drive C: is selected and then click Defragment disk.

Windows starts defragmenting hard drive (C:).
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-
Ey Disk Defragmenter

% Disk Defragmenter consclidates fragmented files on your computer's hard disk to improve system
performance, Tell me more about Disk Defragmenter,

Schedule:

Scheduled defragmentation is turned on [ '@' Configure schedule...
Run at1:00 AM every Wednesday

Mext scheduled rum: 12/29/2010 2:32 AM

Current status:

Disk Last Run Progress
ELocal DiIsk (C:) Running... 42% analyzed
| = (E:) Mever run
—w Mew Volume (F:) Mever run
i Mew Volume (G:) Mewver run
[ s () Mever run
a Systemn Reserved 12/22/2010 8:44 AM (0% fragmented)

Only disks that can be defragmented are shown.
To best determine if your disks need defragmenting right now, you need to first analyze your disks.

[ '&3 Stop operation J

Close

What is the first process during defragmenting (See “Progress” column)?

What are the three tasks performed for each Pass (See “Progress” column)?

How many passes did it take to defragment drive C:?
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»  Disk Defragmenter consclidates fragmented files on your computer's hard disk to improve system
performance. Tell me more about Disk Defragmenter.

Schedule:

Scheduled defragmentation is turned on ’ '@' Configure schedule...
| Run at 1:00 AM every Wednesday

Mext scheduled run: 12/29,/2010 2:32 AM

Current status:

Disk Last Run Progress
ﬁ. Local Disk (Z:) 12/24/2010 9:08 AM (0% fragmented)

ca(E) Mever run

g Mew Volume (F:) Mever run

—a Mew Volume (G:) Mewver run

a (H) Mewver run

a Systern Reserved 12/22/2010 8:44 AM (0% fragmented)

i Only disks that can be defragmented are shown.
To best determine if your disks need defragmenting right now, you need to first analyze your disks.

’ ) Analyze disk ] [ ) Defragment disk ]

L3

When defragmenting is completed click Close.
Close all windows.

Note: It is not possible to view the detail of the defragmented hard drive through the GUI
version of defragmenter.
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Part 3: Managing Processes, and Regional and Language Settings in
Windows 7

In this part of the lab, you will examine regional and language settings, and explore how
to manage processes in Task Manager.

Recommended Equipment
e A computer running Windows 7

Step 1
Log on to Windows as an administrator.

Press keys Ctrl-Alt-Delete > click Start Task Manager > Processes tab.

File Options

View Help

Applications | Processes | Services | Performance | Metworking | Users |
7

Image Mame User Name CPU  Memory {Private Working Set) Description

| csrss.exe 01 8,656 K
dwm.exe Vicki i} 13,236 K  Desktop Window Manager
explorer.exe Vicki i} 18,628 K Windows Explorer
hgtray.exe Vicki i} 1,424K  VMware Host Network Access Status Tray Application
MSSECES. EXE Vicki i} 2,272K  Microsoft Security Essentials User Interface
rundll32.exe Vicki i} 2,252 K Windows host process (Rundll32)
Snagit32.exe Vicki oo 15,324K  Snagit
SnagitEditor.exe Vi i} 21,204K  Snagit Editor
SnagPriv.exe Vicki i} 680K  Snagit RPC Helper
taskhost.exe Vicki i} 1,308 K  HostProcess for Windows Tasks
taskmgr.exe Vicki 01 1,520 K Windows Task Manager
TacHelp.exe Vicki i} 668 K TechSmith HTML Help Helper
winlogon. exe og 1,908 K

[ '&?Shcw processes from all users iﬁ

Processes: 41 CPU Usage: 0% Physical Memony: 28%
L _—

Click Show processes from all users.

© 2007-2011, Cisco Systems, Inc. All rights reserved. Page 33



IT Essentials: PC Hardware and Software v4.1 Chapter 12 — Lab/Student

File Options View Help

Applications | Processes |Services I Performance I Metworking I LUsers | [‘;,
=
Image MName User Mame ©CPU  Memory (Private Working Set) Description =
| csrss.exe SYSTEM 00 1,180K _ Client Server Runtime Process J
Csres.exe SYSTEM 0o 8,656 K Client Server Runtime Process
CTAudSve.exe SYSTEM an 772K Creative Audio Service
dwm.exe Vicki a0 13,244 K Desktop Window Manager
explorer,exe Vicki a0 17, 484K Windows Explorer
hgtray.exe Vicki ao 1,424K  VMware Host Network Access Status Tray Application =
|sass.exe SYSTEM a0 2,572k  Local Security Authority Process
lsm.exe SYSTEM ao 796 K Local Session Manager Service
MsMpEng.exe SYSTEM oo 493,144 K AntiMalware Service Executable
MSSECES, EXE Vicki a0 2,272K  Microsoft Security Essentials User Interface
rundl32.exe Vicki ao 2,252K ‘Windows host process (Rundll32)
SearchIndexer..., SYSTEM a0 4,440 K Microsoft Windows Search Indexer R
SErvices. exe SYSTEM a0 3,292 K Services and Controller app
SMSS.eXE SYSTEM Qo 232K Windows Session Manager
Snagit32.exe Vicki oo 15,1680 K Snagit
SnagitEditor.exe  Vidd ao 21,396 K Snagit Editor
SnagPriv.exe Vicki a0 630K  Snaait RPC Helper
spoolsy.exe SYSTEM a0 3,152K Spooler SubSystem App
svchost.exe SYSTEM ao 2,388 K Host Process for Windows Services
svchost.exe METWO... 00 2,440 K Host Process for Windows Services
svchost.exe LOCAL ... ao 13,616 K Host Process for Windows Services
svchost.exe SYSTEM a0 35,984 K Host Process for Windows Services
svchost.exe SYSTEM a0 13,076 K  Host Process for Windows Services =
Show processes from all users
Processes: 42 CPU Usage: 0% Physical Memory: 28%
S— e — ——

Double-click the border around the tabs.

Windows Task Manager is now in compact mode.

=
| Image Name % | User Name CPU  Memory (Private Working Set) Description

| css.exe SYSTEM 00 1,180K _ Client Server Runtime Process
CSISS.EeXE oo 8,656 K  Client Server Runtime Process
CTAudSvc.exe oo 772K Creative Audio Service
dwm. exe icki ili} 13,244K  Desktop Window Manager
explorer.exe jicki i} 17,476 K Windows Explorer
hgtray.exe i an 1,424K  WMware Host Metwork Access Status Tray Application
Isass.exe ik} 2,516 K Local Security Authority Process
lsm.exe i} 734K  Local Session Manager Service
MsMpEng.exe i} 43,904K  AntiMalware Service Executable
MESECEs, EXE Vicki i} 2,272 K Microsoft Security Essentials User Interface
rundl32.exe Vicki [ili} 2,252K  Windows host process (Rundll32)
SearchIndexer.... SYSTEM i} 4,440 K Microsoft Windows Search Indexer
SErvices.exe SYSTEM ili} 3,240 K Services and Controller app
SIMSS, EXE SYSTEM o0 232K Windows Session Manager

Show processes from all users

Click Image Name.
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Image Mame b User Name CPU  Memory (Private Working Set)  Description

WUDFHost.exe LOCAL ... 00 1,168 K  Windows Driver Foundation - User-made Criver Fra...
wmpnetwk. exe METWO... 00 3,484 K Windows Media Player Metwork Sharing Service
winlogon. exe SYSTEM ili} 1,376 K Windows Logon Application

wininit.exe SYSTEM i} 712K Windows Start-Up Application

vmware-usbarb... SYSTEM [ili} 1,032K  YMware USB Arbitration Service

vmware-authd.... SYSTEM i} 3,332K  VWMware Authorization Service

vmnetdhcp.exe SYSTEM oa 744K YMware VMnet DHCP service

vmnat.exe SYSTEM 0o 840K VMware NAT Service

TacHelp.exe Vicki ili} 668K TechSmith HTML Help Helper

taskmgr.exe Wicki ili} 1,816 K Windows Task Manager

taskhost.exe Wik ili} 1,784K  Host Process for Windows Tasks

System Idle Pro... SYSTEM 99 12K Percentage of time the processor is idle

System SYSTEM on 40K NT Kernel & System

sychost. exe LOCAL ... 1,698 K HostProcess for Windows Services =

Show processes from all users

Click Image Name again.

What effect does this have on the columns?

Image Mame User Name CPU | Memory, {Priva)te Working Set) | Description

System Idle Pro... SYSTEM 99 12K Percentage of time the processor is idle
System SYSTEM oo 40K NT Kernel & System

SIMSS.eXe SYSTEM oo 232K Windows Session Manager
TacHelp.exe Wicki i} 668K TechSmith HTML Help Helper
SnagPriv.exe Wicki [ili} 680K Snagit RPC Helper

wininit.exe SYSTEM i} 712K Windows Start-Up Application
vmnetdhcp.exe SYSTEM oa 744K YMware VMnet DHCP service

CTAudSve.exe SYSTEM oo 772K Creative Audio Service
lsm.exe SYSTEM ili} 796 K Local Session Manager Service
vmnat.exe SYSTEM oo 840K WMware NAT Service

vmware-usbarb... SYSTEM ili} 1,032K  YMware USE Arbitration Service

WUDFHost.exe LOCAL ... an 1,168K  Windows Driver Foundation - User-mode Driver Fra...

CS5S.EXE SYSTEM 0o i 1,. 180 K . Client Server Runtime Process ) ) )
winlogon.exe SYSTEM oo 1,376 K Windows Logon Application =

Show processes from all users

Click Memory (Private Working Set).

What affect does this have on the columns?

Double-click the outside border again to return to tabs mode.

Step 2

Open a browser.

Note: Firefox is used in this lab. However, any browser will work. Just substitute your
browser name whenever you see the word Firefox.

Return to the Windows Task Manager.
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] __
S Ty, e

File Options View Help

Applications | Processes | services | performance | Networking | Users | |u
=
Image Name User Mame CPU  Memory {Private Working Set) Description =
CSM55,EXE SYSTEM 0o 1,200K  Client Server Runtime Process
CSr55,EXE SYSTEM 0o 8,620K Client Server Runtime Process
CTAudSve.exe SYSTEM Qo 772K Creative Audio Service 3
dwm.exe Vicki [} 13,348 K Desktop Window Manager 3
explorer.exe Vicki [} 18,836 K Windows Explorer
| frefox.exe . Vick oo 27,804K  Firefox |
hgtray.exe Y yicki (v} 1,424K  VMware Host Network Access Status Tray Application
lsass.exe SYSTEM oo 2,544K  Local Security Autharity Process
lsm.exe SYSTEM (v} 800K  Local Session Manager Service
MsMpEng.exe SYSTEM oo 50,143 K AntiMalware Service Executable
MSSECES EXE Vicki [lu} 2,272K  Microsoft Security Essentials User Interface
rundli32.exe Vicki [lu} 2,252K  Windows host process (Rundli32)
SearchIndexer.... SYSTEM [lu} 5928 K Microzoft Windows Search Indexer
SErvices. exe SYSTEM [lu} 3,324K  Services and Controller app
SMSs.exe SYSTEM 0o 232K Windows Session Manager
Snagit32.exe Vicki oo 15,360 K Snagit
SnagitEditor.exe  Vidk [lu} 22,108 K Snagit Editor
SnanPriv.exe Wik [ulu] AR K Snanit RPC Helner =
Show processes from all users

Processes: 42 CPU Usage: 0% Physical Memary: 30%

File Options View Help
Applications | Processes |Servioes | Performance | Networking | Users |

=
Image Name User Mame CPU  Memory (Private Working Set) Description

CSrSS.eXe SYSTEM 0o 1,200K  Client Server Runtime Process

CSrS5. X8 SYSTEM 0o 8,600K Client Server Runtime Process

CTAudSve.exe SYSTEM [ula] 772K Creative Audio Service

dwm.exe Vicki [lu} 13,356 K Desktop Window Manager

explorer.exe Vicki [lu} 18,8344 K Windows Explorer
| firefox.exe . . 38,020K Firefox

hgtray.exe OpEnEiiEtocaran 1,424K  VMware Host Network Access Status Tray Application

|sass.exe Endl Dipcess 2,532K  Local Security Authority Process

lsm. exe 300K Local Session Manager Service
MsMpEng.ex End Process Tree 43,532K  AntiMalware Service Executable
MSSECes, EXg Debug 2,272K  Microsoft Security Essentials User Interface
rundli32.exe UAC Virtualization 2,252K  Windows host process (Rundli32)
SearchIndex £ 5928 K Microzoft Windows Search Indexer
fEa=Bimptic 3,264K  Services and Controller app

SErVICEs. eXE
L . - Eoai)
SMEs.exe Set Priority Realtine ession Manager

Snagit32. ex == X
SnagitEditor Set Affinity... High

SnanPriv. ey

Properties

Shi
e Go to Service(s) o

Above Mormal %

Below Mormal

Processes: 42 CPU Usage: 0% Phiysic Low

Right-click firefox.exe > Set Priority.

What is the default priority for the browser?
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Set the priority to Above Normal.

p —
Windows Task Manager h

Do you want to change the priority of
‘firefox.exe'?

I Changing the priority of certain processes could cause system
instability.

[ Changepnorityv‘[q’[ Cancel ]

Click Change priority to the Windows Task Manager warning message.

Step 3

Click View > Select Columns.

Windows Ta:
File Options
P Refresh Mow F5 bworking I Users
Update Speed 3
Image Néms S [\ Fvabe Working Set) D?scnphon . &
C5M55,8XE 1,200 K Client Server Runtime Process
CSrS5.8XE SYSTEM oo 8,596 K Client Server Runtime Process
CTAudSve.exe SYSTEM oo 772K Creative Audio Service E
dwm.exe Vicki 01 13,372K  Desktop Window Manager 3
explorer.exe Vicki o0 18,836 K Windows Explorer
| firefox.exe Vicki oo 43,316 K Firefox J

hgtray.exe Wicki oo 1,424K  WMware Host Metwork Access Status Tray Application =
lsass.exe SYSTEM oo 2,532K  Local Security Authority Process
Ism.exe SYSTEM oo 788K  Local Session Manager Service
MsMpEng.exe SYSTEM oo 43,208 K AntiMalware Service Executable
MSSECes. BXE Wicki oo 2,272K  Microsoft Security Essentials User Interface
rundll32.exe Vicki oo 2,252K  Windows host process (Rundll32)
SearchIndexer.... SYSTEM oo 5,268 K Microsaft Windows Search Indexer
services.exe SYSTEM oo 3,308 K Services and Controller app
SMSs. eXe SYSTEM oo 232K Windows Session Manager
Snagit32.exe Vicki oo 15,292K Snagit
SnagitEditor.exe  Vidd oo 21,920 K Snagit Editor
SnanPriv.Fxe Wicki nn AAN K Snanit RPC Helner 5

'1 []show processes from all users

Select which columns will be visible on the Process page

The “Select Process Page Columns” window appears.

e =T
Select Process Page Culumr_IS‘ u

Select the columns that will appear on the Process page of Task Manager.

[] Memory - Paged Pool -
[] Memory - Non-paged Pool

J| | ] Page Faults

[ Page Fault Delta

| Base Priority

[7] Handles |
o | [C] Threads

i | [C] USER Objects I
| |[C] DI Objects

m

il | 1o Reads
o | [ 1o writes
[ 1/0 Other

H
I [ 1/0 Read Bytes

i | [£] 1o write Bytes !
| | [C] 1o Other Bytes -
H

l

|

A

oy Coma |

=
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Place a check mark next to Base Priority > click OK.

Expand the width of the “Windows Task Manager” so the “Base Priority” column is visible.

-~ ™
18 Windows Task Manager E@g
File Options View Help
Applications | Processes | Services I Performance | Metworking I Users |
=

Image MName User Name CPU  Memory {Private Working Set) b Base Pri | =
System Idle Process SYSTEM 99 12K My
System SYSTEM 00 4K MNormal
SMES.eXe SYSTEM oo 232K Normal
CSrss.exe SYSTEM 00 1,200 K Mormal
Carss.exe SYSTEM 0o 8,596 K Mormal
services.exe SYSTEM [ala] 3,252K Mormal
Isass.exe SYSTEM 00 2,520K Normal
Ism.exe SYSTEM oo 788K Normal
sychost.exe SYSTEM 0o 2,372K Mormal
svchost.exe METWORK SERVICE 00 2,452K Mormal
MsMpEng.exe SYSTEM [ala] 43,236 K MNormal
svchost.exe LOCAL SERVICE 00 13,624 K MNormal
sychost.exe SYSTEM [} 38,408 K Mormal
svchost. exe SYSTEM [} 12,5980 K MNormal
svchost.exe LOCAL SERVICE 00 2,988 K MNormal
sychost,exe METWORK SERVICE [} 4616 K Mormal
SnagPriv.exe Vicki [} 630 K MNormal |2
spoolsy. exe SYSTEM 0 3,144 K Mormal
svchost. exe LOCAL SERVICE [} 10,336 K MNormal
sychost.exe LOCAL SERVICE 00 3,790K MNormal
sychost,exe LOCAL SERVICE oo 1,648 K MNormal
vmware-usbarbitrator.exe  SYSTEM 00 1,032K MNormal
vmnat.exe SYSTEM oo 840K Normal
WUDFHost.exe LOCAL SERVICE 0o 1,168 K Mormal
vmnetdhcp.exe SYSTEM 00 THK Mormal
vmware-guthd.exe SYSTEM o0 3,336 K Mormal
TecHelp.exe Vicki 00 668 K MNormal
taskhost.exe Vicki 0o 1,734 K Mormal
explorer, exe Vicki [} 18,836 K Mormal
rundll32.exe Vicki 00 2,252K MNormal
MESECES, EXE Vicki 0 2,272K MNormal
hgtray.exe Vicki 00 1,424 K MNormal
SearchIndexer.exe SYSTEM 00 5,268 K MNormal
wmpnetwk, exe METWIORK SERVICE a0 3475 K Mormal —
Snagit32.exe Vicki 00 15,324 K MNormal
SnagitEditor. exe Vicki 00 22,260 K MNormal
firefox.exe Vicki [} 43,308 K Above Normal
wininit, exe SYSTEM 0o T12K High -
4| 1 i I

Show processes from all users

Processes: 42 CPU Usage: 0% Physical Memery: 30%

Click Base Pri.

Which image name has a base priority of N/A?

List the image name that has a base priority of Above Normal?
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Step 4
Reset Firefox.exe base priority to normal. Right-click firefox.exe > Set Priority > Normal
> Change priority.

Click View > Select Columns > uncheck Base Priority > OK.

' ™ ™
Select Process Page Columns . s ﬁ

Select the columns that will appear on the Process page of Task Manager.

[] Memory - Peak Working Set -
[] Memory - Waorking Set Delta
Memory - Private Working Set
|:| Memory - Commit Size oy
[] Memory - Paged Pool
[] Memory - Mon-paged Fool
] Page Faults
[] Page Fault Delta
|:| Base Priority
| [7] Handles
[ Threads
[] USER Objects
[] GDI Objects
7] 1/0 Reads
[ 1/0 wirites -

m

Close Firefox.

File

Options
Applications | Processes |Servioes I Performance | Networking I Users |

View Help

| Image Name’ h | User Name CPU Memory {Private Working Set)  Description
CSrS5.EXE SYSTEM oo 1,200K  Client Server Rur
CSr58.EXE SYSTEM 0o 8,620K Client Server Rur|_
CTAudSve.exe SYSTEM Jila] 772K Creative Audio 5
dwm.exe Vicki 0o 13,396 K Desktop Window
explorer.exe Vicki 0o 18,856 K Windows Explore
hatray.exe Vicki a0 1,424K  VMware Host Nei
|sass.exe SYSTEM ao 2,532K  Local Security Au
Ism.exe SYSTEM oo 788K  Local Session Mal
MsMpEng.exe SYSTEM a0 43,596 K AntiMalware Sery
MSSECES, EXE Vicki a0 2,272K  Microsoft Securit
rundll32.exe Vicki a0 2,252 K Windows host pr
SearchIndexer.exe SYSTEM ao 5,264K  Microsoft Windoy
Services. exe SYSTEM a0 3,328K  Services and Cor
SMSS.exe SYSTEM a0 232K Windows Session -
4 | m 3

Show processes from all users i

Processes: 41 CPU Usage: 0% Physical Memory: 28%

Is Firefox listed as a process?

Close all open windows.
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Step 5

Click Start > Control Panel > Clock, Language, and Region > Region and Language.

|| File Edit View Tools Help

Control Panel Home

System and Security
Metwork and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

# Clock, Language, and Region

Ease of Access

The “Regional and Language”

”?' . | v Control Panel » Clock, Language, and Region - : Search Control Panel L |

Date and Time
Set the time and date
Add clocks for different time zones

Change the time zone
Add the Clock gadget to the desktop

Region and Language
Change location | Changy e date, time, or number format
Change keyboards or other input methods

window appears.

Fommats | Location I Keyboards and Languages I Administrative

Format:

|English (United States) -
Date and time formats
Short date: [Wdfmy VI I
Long date: | dddd, MMMM dd, yyyy - |
Short time: [h:mmtt ‘]
Long tirme: [h:mrn:sstt v] ‘
First day of week: [Sunda'_l,r VI
What does the notation mean?
Examples |
Short date: 12/24/2010
Long date: Friday, December 24, 2010
Short time: 10:54 AM
Long tirme: 10:54:18 AM

Additional settings...
Go online to learn about changing languages and regional formats

OK

| ([Concel ][ somy

What regional format is being used?

Click Additional settings.
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| ¥ Customize Format u
Mumbers | Currency | Time | Date
Exarmple
Positive:  123,456,789.00 Negative:  -123,456,783.00
Decimal symbol: 1 R
Mo, of digits after decimal: ’2 v]
Digit grouping symbaol: p -
Digit grouping: (123,456,789 -
MNegative sign symbol: < -
Megative number format: [ -11 w7 ]
Display leading zeros: ’0.? ']
List separator: -_ -
Measurement system: ’U.S. ']
Standard digits: ’018456?89 ']
W Use native digits: ’Never ']
Click Reset to restore the system default settings for Reset
numbers, currency, time, and date,
i OK I Cancel L\‘

What are the tabs that can be customized?

Click Cancel.

Click the drop-down menu in “Formats” area. Select Belarusian (Belarus).

4 Region and Lang

Formats | Location I Keyboards and Languages | Administrative

Format:

’ Belarusian (Belarus) I

Date and time formats

Short date: [ddMMyyyy

Long date: ’d MMMM yyyy

Short time: ’H:mm

Long tirme: ’H.'mm.'ss

First day of week: ’naHn,qaenaK

What does the notation mean?

Examples
Short date: 24.12.2010

Long date: 24 cHewcna 2010
Short time: 11:18
Long tirme: 11:18:25

Additional settings...

Go online to learn about changing languages and regional formats

[ ok [ cancel |[ epy |
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Notice the changes to the output in the “Example” area of how data is displayed using
this format.

Click the drop-down menu in the “Format” area.
Return the setting to the original format.

Click Keyboards and Languages tab > Change keyboards.

General | Language Ear I Advanced Key Saﬂingsl

Default input language

Select one of the installed input languages to use as the default for all input
fields.

| English (United States) - US

Installed services

Select the services that you want for each input language shown in the list.
lse the Add and Remove buttons to modify this list.

[EN] Engiish (United States)
‘ Keyboard
e w S

Remove

Properties. ..
Maove Up

Mowve Down

J [ Cancel || ey |

Click Add.

Scroll down the list of options and expand Belarusian (Belarus) > Keyboard > select
US > OK.
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-

o AddInputlanguage

Select the language to add using the checkboxes below.

0

- Armenian (Armenia)
Assamese (India)
Azeri (Cyrillic, Azerbaijan)
Azeri (Latin, Azerbaijan)
-Bashkir (Russia)
-Basque (Basque)
- Belarusian (Belarus)

B- Keyboard
- [C|Belarusian
‘[ T|Russian

- Bengali (Bangladesh)

- Bengali (India)

- Bosnian (Cyrillic, Bosnia and Herzegovina)
- Bosnian (Latin, Bosnia and Herzegovina)
- Breton (France)

- Bulgarian (Bulgaria)

St e OO e IO s O s OO ey O |
in o g o ol ol

1 [ r

4

Cancel

Preview,..

m

.

Click Apply to accept the changes.

General | Language Bar | Advanced Key Settings |

Default input language

fields.

Select one of the installed input languages to use as the defautt for all input

English (United States) - US

Installed services

Use the Add and Remove buttons to modify this list.

[E] Engish (United States)
Keyboard
I
E Belarusian (Belarus)
Keyboard
e w LS

Select the services that you want for each input language shown in the list.

Remove
Properties ...
Mowve Lp

Move Down

| [ Canesl | [ 0my |\

Close all opened windows
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Step 6

Right-click the Taskbar.

Select Toolbars > Language bar to ensure that the Language bar is shown in the

Taskbar.
Toolbars Aeitiress
Cascade windows Links
Show windows stacked Tablet PC Input Panel
Desktop

Show windows side by side

Show the desktop
Start Task Manager

Lock the taskbar
Properties

Language bar I}

Mew toolbar...

Right-click the Language bar in the Taskbar.

Select Settings.

Restore the Language bar

Additional icons in taskbar

v Auto Adjust

Adjust the Language band position

Settings... |

Close the ng‘fnguage bar

L 4.0 Ml

The “Text Service and Input Languages” window appears.
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General | |anguage Bar | Advanced HeySeﬁings|

Default input language

Select one of the installed input languages to use as the default for all input
fields.

| Englsh (United States) - US

Installed services

Select the services that you want for each input language shown in the list.
lse the Add and Remove buttons to modify this list

[E] Engish (United States)
‘ Keyboard

m Bengali (Bangladesh)
& Keyboard

- LS Remove

Properties...

Mowve Up

Mowve Down

OK || Cancel

What is the Default input language?

Close all opened windows.

Part 4: Managing Windows 7 System Performance

In this part of the lab, you will manage and monitor Windows 7 system performance.

Recommended Equipment
e A computer running Windows 7

Step 1
Log on to Windows as an administrator.

Note: Some antivirus or antispyware programs must be uninstalled on the computer for
Windows Defender to work.

To see if Windows Defender is turned off click Start > in Search programs and files type
Defender > select Windows Defender.

If the “This program is turned off” screen appears, click click here to turn it on.
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@ This program is turned off

If you are using another program that chedks for harmful or unwanted
software, use the Action Center to check that program's status.

If you would like to use this program, dick here to turn it%

Windows Defender should start, if not, uninstall any antivirus or antispyware programs
and then click Start > in Search programs and files type Defender > select Windows
Defender.

Click Start > Control Panel > System and Security > Administrative Tools >
Computer Management > expand Services and Applications > select Services.

Close the Administrative Tools window.

Resize and position both windows so they can be seen at the same time.

B visoy LF Tools

Protection against spyware and potentially unwanted software

Updated definitions enable detections of the latest harmful or unwanted software and prevent it from running on your computer, Check for updates now

Go online to view troubleshooting tips

[ & Computer Management b= B e

File Action View Help
= 1EEd=HE »ann
& Computer Management (L¢ o Actions
4 [fb System Tools . R—
» @ Task ey Windows Defender Mame Description  Status  Startup Type Log On Ac - " N
4 @ Event Viewer 2 Windows Color Sys... The WesPlu... Manual Local Service e
» Ly CustomViews | Siop the service %, Windows Connect .. WCNCSVC ... Manual Local Service Windows .. ~
.- éi";c’“"s L:gs Beeont thevervice B \Windows Defender  Protection.. Started  Automatic (Delayed Start)  Local System P
| S:Z':;m" .::A,Wmdows Driver Fo.. Manages us... Staed  Automatic Local System
] Setup ?f:;’ﬁ;ﬂ;gaimspywareand % Windows Error Rep... Allows error.. Manual Local System
Syt Bl e i Windows Event Col... This service.. Manual Network Service
] Forwarded i i Windows Event Log  Thisservice.. Stated  Automatic Local Service
» [ Applications ang % Windows Firewall ~ Windows Fi.. Stated  Automatic Local Service
|5 Subscriptions % Windows Font Cac... Optimizes p.. Manual Local Service
» ] Shared Folders % WindowsImage Ac... Providesim.. Stated  Automatic Local Service
» 88 Local Users and Gro £ Windows Installer  Adds, modi... Manual Local System
» (%) Performance % Windows Manage.. Providesac.. Stated  Automatic Local System
i Device Manager 2% Windows Media Ce... Windows M... Manual Network Service
4 5 storage €3 Windows Media Ce... Starts and s... Manual Network Service
= (=% Disk Management % Windows Media Pl... SharesWin.. Started  Automatic (Delayed Start)  Network Service —
4 [y Services and Applicatior 23 Windows Modules .. Enables inst... Manual Local System |E
S Services “, Windows Presentat... Optimizes p... Manual Local Service
i WM Control £}, Windows Remote .. Windows R... Manual btk T
< I + |, Extended /. Standard /

Can Windows Defender check for updates?
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Scroll the “Computer Management” window so you see the “Windows Defender” service.

What is the Status of the service?

Right-click Windows Defender service > select Stop.

File Action View Help

=5 Disk Management
4 7y Services and Applications

&, Senvices

%} WMI Control

Ej Pr——

potentially unwanted software

£e] Windows Defender

2% Windows Driver F...
2% Windows Error Re...
% Windows Event C...
% Windows Event Log
2% Windows Firewall

% Windows Font Ca...

% Windows Image A...

% Windows Installer
25 Windows Manage...

2% Windows Media C...
% Windows Media C...

% Windows Media P...

Protection ...
Manages u...
Allows erro...

This service...
This service...
Windows Fi...

Optimizes ...
Provides i..

Adds, modi..

Provides a ...
Windows ...

Starts and s...

Shares Win...

Started
Started

Started

Started

Started

Started

Started

Resume

Restart

All Tasks
Refresh
Properties

Help

Local System

Local System
Local System

MNetwork Ser...

Local Service
Local Service
Local Service
Local Service
Local System
Local System

MNetwork Ser...
MNetwork Ser...
MNetwork Ser...

e 1B o= HE » = nw

& Computer Management (Local (‘T{}M G Actions

4 |1} System Tools s n
» () Task Scheduler Windows Defender Neme Description  Status  Startup Type Log On As - Moren. b
4 @ E;E”t:‘:";’:' i Windows Audio E.. Managesa.. Stated  Automatic Local System
g i; § arTU i ersdG %Siﬂ‘:h‘:’;‘gsﬂ % Windows Backup  Provides W... Manual Local System Windows ...
P ocal Users an roups 2
D) Pertasmancs ¥ 25 Windows Biometri... The Windo... Manual Local System Merc.. b
b

& Device Mansger £, Windows CardSpa... Securely en.. Manual Local System

i B St EE“”PNW ) P %5 Windows Color Sy... The WesPl... Manual Local Service

= Tatection ageinstspyware an %% Windows Connect... WCNCSVC .., Manual Local Service

m

Extended /4 Standard /

Stop service Windows Defender on Local Computer

Note: The reason this service will be stopped is so you can easily see the results. When
stopping a service, to free up system resources the service uses, it is important to
understand how the overall system operation will be affected.

The “Service Control” window appears and closes.

Select the Windows Defender window so it is active.

f#y Home

Protection against spyware and potentially unwanted software

P

computer,

Status

Scan |+ History

Tools |_/‘?:) |*

A problem caused this program's service to stop. To start the service, click the Start now button or restart your

r

Last scan:
Scan schedule:
Real-time protection:

Antispyware definitions:

Mot available

Daily around 2:00 AM (Quick scan)

Off

Version 1.93.1238.0 created on 11/4/2010 at 7:14 PM

What must be done so Windows Defender can run?
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Start the Windows Defender service, click Start now.

-y /= Scan | ¥ @ History ﬁ

Protection against spyware and potentially unwanted software

Updated definitions enable detections of the latest harmful or unwanted software and
prevent it fram running on your computer.

Check for updates now *

Ge online to view troubleshocting tips

Status
Last scan: Not available
Scan schedule: Daily around 2:00 AM (Quick scan)
Real-time protection: On

Antispyware definitions: Version 1.93.1238.0 created on 11/4/2010 &t 7:14 PM

Can Windows Defender check for updates?

Close the Windows Defender window.

Step 2

Make sure the Computer Management window is open.

Expand Event Viewer > Windows Logs > select System.

Select the second event in the list.

File Action View Help

5| #EH
(& Computer Management = ||| | Date and Time Source EventID Task Categ * | | Actions
System Tool -
-0l é S () nformation 12/24/2010 1:41:47 P Service Control Ma... 7036 None System 4~
» 2 i
] Information Service Control Ma... = Op..
4 [3] Event Viewer e i T —— = e e -[|=
b [ Custom View < " J r W
4 g Windows Log W I 7636, Service Control Manager x Im,
f&] Applicatic
& Security 3 General | Details CL.. =
] Setup - T Filt...
e Windows Defender service entered the stopped state. =]
[ System The Windows Defend d the stopped br.
=] Forwardel w
& L7 Applications 8 fin.
(4 Subscript
el Subsorplian Log Mame: System 2| M s
> @ Shared Folders T
» @ Local Users and ¢ Source: Service Control Manager Logged: 12/24/2010 1:41:42 PM At
b @ Perfarmance EventID: 7036 Task Category: Mone View »
) Device Manager Levek: Information Keywords: Classic g Re
4 ﬁ Storage User: N/A Computer: Vicki-PC
= Disk Managemer ~ Helped
= g OpCode: Info =
] . r e
&

Look below the General tab then explain what has happened to the Windows Defender

service.
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Click the up arrow button on the keyboard or select the event above this one.

File Action View Help
|2
& Computer Manzgement ~ |7 .o PP Source EventID Task Categ * | | Actions
4 [f} System Tools - — 1 =
6], Information 12/24/2010 1:41:47 PM Service Control M 7036 None System & °
& (D) Task Scheduler ®
« @l EventViewer | ||| @irformation 127242010 14142 M Senice Control M 703  None & o
b [ Custom View < i ] v v Cr.
<. Wlndow.s LO_E Event 7036, Service Control Manager » Im.
] Applicatic
& Security |~ General | Details al... L
] Setup - T ikt
] System 'The Windows Defender service entered the running state, [ [E
] Forwarde
1> [ Applications & Fin..
. Subscriptions Foy M Sraien | i san
[» ai Shared Folders £ T i
IS $ Local Users and (| Source: Service Control Manager Logged: 12/24/2010 1:41:47 PM Att...
b @ Performance EventID: 7036 Task Category: Mone View W
= Device Manager Level: Information Keywords: Classic @ Re
4 2 Storage User: N/A Computer  Vicki-PC
I H Hep »
(=9 Disk Managemer = [ | o coan e i
il =t ' Fuent? &
L

Look below the General tab then explain what has happened to the Windows Defender
service.

Close all opened windows.

Step 3
Click Start > Control Panel > System and Security > Administrative Tools >
Performance Monitor.

@ File Action View Window Help

| Pen‘orman_t;f | = =
4 Monitoring Tools | Overview of Performance Monitor |

L B Performance Monitor :» You can use Performance Monitor to view performance data either in real time or from a log file. Create Data
©» L7 Data Collector Sets (L Collector Sets to configure and schedule performance counter, event trace, and configuration data collection
[ i Reports so that you can analyze the results and view reports,

To begin, expand Monitoring Tools and click Performance Monitor, or expand Data Collector Sets or Reports.

The new Resource Monitor lets you view detailed real-time information about hardware resources (CPU, disk,
network, and memary) and system resources (including handles and modules) in use by the operating system,
services, and running applications. In addition, you can use Resource Monitor to stop processes, start and stop
services, analyze process deadlocks, view thread wait chains, and identify processes locking files.

m

Open Resource Monitor

System Summary |
-
\NVICKI-PC ™
Memory
‘% Committed Bytes In Use 13.985
Available MBytes 2,317.000
‘Cache Faults/sec 0.000 -
Metwork Interface isatap.{F1LE062E3-39EC-4E5A-B53B-D8BBBE23DB0B}  isatap.{F95ADE84-8F8F-4 _
W T o ’
| Learn More

Expand Data Collector Sets > right-click User Defined > New > Data Collector Set.
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@Fl\e Action  View Window Help

=[]
«= | EH

@ Performance -
4 [ Monitoring Tools | Overview of Performance Monitor | ¥
- B8 Performance Monitor ) You can use Performance Monitor to view performance data either in real time or from a log file. Create Data
4 [ 3 Data Collector Sets k Collector Sets to configure and schedule performance counter, event trace, and configuration data collection
I | S User Defined | so that you can analyze the results and view reports.
> [my System New 3 Data Collector Set
= E T click Performance Monitor, or expand Data Collector Sets or Reports.
Ly New Window from H
=, ew Window from Here - : - . .
| Startup Resource Monitor lets you view detailed real-time information about hardware resources (CPU, disk,
> _[j Reports Refresh rk, and memaory) and system resources (including handles and modules) in use by the operating system,
s, and running applications. In addition, you can use Resource Monitor to stop processes, start and stop
Help s, analyze process deadlocks, view thread wait chains, and identify processes locking files. =
Open Resource Monitor
System Summary
-
VAVICKI-PC |
Memory i
‘% Committed Bytes In Use 14.259
Available MBytes 2,301.000
‘Cache Faults/sec 0.000 L
Metwork Interface isatap.{F1LE062E3-39EC-4E5A-B53B-D8BBBE23DB0B}  isatap.{F95ADE84-8F8F-4 _
(™ —— G
Learn Mare ]
Create a new Data Collector Set.
—— J

The “Create new Data Collector Set” window appears.

-

U @ Create new Data Collector Set. T ——

How would you like to create this new data collector set?

MName:

Memory Logs|

) Create from a template (Recommended]
How do I work with templates?

@ Create manually [Advanced)
How do I choose data collectors manually?

In the Name field, type Memory Logs. Select the Create manually (Advanced) radio
button > Next.
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[
-
@ @ Create new Data Collector Set.

— . e s & e &

What type of data do you want to include?

@ Create data logs
Performance counter
|:| Event trace data

|:| System configuration information

() Performance Counter Alert

[ Ne_xt!}][ Finish | | Cancel

Select Performance counter > Next.

-

=
——
@ @ Create new Data Collector Set. R ——
Which performance counters would you like to log?
Performance counters:
Add...
Remove
Sample interval: Units:
s :
[ MNet || Finish || Cancel
L A
Click Add.
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From the list of available counters locate and expand Memory. Select Available MBytes

> Add.

[ — e 2 |

Available counters

Select counters from computer:
<Local computer > -

Memory L
%% Committed Bytes In Use
Available Bytes L
Awvailable KBytes |
Cache Bytes
Cache Bytes Peak
Cache Faults/sec
Commit Limit

Instances of selected object:

Search

[ show description

Added counters

Counter Parent Inst... Computer

Remove <<

Help ] i 0K 1 [ Cancel

Click OK.

e e T —— - I —-—

Available counters

Select counters from computer:
<Local computer > -

Memory -~
% Committed Bytes In Use
Available Bytes L
Available KBytes (&l
Available MBytes
Cache Bytes
Cache Bytes Peak
Cache Faults/sec
Commit Limit

Instances of selected object:

Search

[ Show description

Added counters

Counter Parent Inst.. Computer

Memory ~
Available MBytes — —

Remove <<

[ Help ] [ OK [}J [ Cancel

Set the Sample interval field to 4 seconds. Click Next.
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@ @ Create new Data Collector Set.

=)

— =

Perfarmance counters:

Which performance counters would you like to log?

“Wemorny\ Available MBytes

Add...

Remaove

Units:

Seconds -

Sample interval:

4]

[ Nacthj[ Finish | | Cancel

L

Click Browse.

-

@ @ Create new Data Collector Set,

(eS|

s — - — -

Root directory:

Where would you like the data to be saved?

Sesystemdrive®s\Perflogs\Admin\Memory Logs

Brnwse...[

| Net || Finish || Cancel

L

Select drive (C:) > PerfLogs > OK.
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Browse For Folder

Select a root path for the collected data.

Lo Computer
> < Floppy Disk Drive (4:)
il | 4& Local Disk (C:)

] > inetpub
4| |, Perflogs|
a. Admin

> 44 Program Files
b Users
s Windows
; Windows_7_Installation
I 5 DVD RW Drive (D)
I =g Local Disk (E:)

> New Volume (F2)

»

m

-

Make Mew Folder

0K %J’ Cancel ]

L8

&

The “Create new Data Collector Set” window appears.

-

-
@ @' Create new Data Collector Set. .
Where would you like the data to be saved?
Root directory:
C\PerfLogs
| Ned N) | Finish || Cancel

L

Click Next.
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’ =

@ @ Create new Data Collector Set. S ————

Create the data collector set?

Run as:

prs |

'::} Open properties for this data collector set
() Start this data collector set now

@ Save and close

Ned | | F'Lnish!}][ Cancel

Click Finish.

Step 4
Expand User Defined > select Memory Logs > right-click Data Collector01 >
Properties.

€9 | HEXE = HB

@IPerFormance MName Type Output
4 [ Monitoring Tools DataCollector(il
B# Performance Monitor
4 _\3 Data Collector Sets
4 :3 User Defined
7 Memory Logs

Performance Counter

[ ;i, System
o Event Trace Sessions
G Startup Event Trace Sessions
- [ Reports

4 1 2

Opens the properties dialeg box for the current selection.

The “DataCollectorO1 Properties” window appears.
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DataCollector01 Prope
Performance Counters | File

Performance counters:

WMemory\Available MBytes Add...

[—rvTI—

Log format:

Comma Separated
Tab Separated k
SQL

Binary

Units: [T Maximum samples:
Seconds v 1]

Data source name:

) e [ v ) (e

Change the Log format: field to Comma Separated.
Select the File tab.
Performance Counters | File

Log file name:

DataCollector 1]

File name format:

[ prefix file with computer name

Log mode
[] overwrite
| Append

_ | Circular {requires a non-zero maximum file size)

Example file name:
F: YFerfLogsWICKI-PC_20101224-000001\DataCollectord 1. cev

(o [ ) (o ) [ ]

What is the full path name to the example file name?

Click OK.
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Step 5

Select the Memory Logs icon in the left pane of the “Performance Monitor” window.

@' lonitor |
(&) File

Action  View Window Help [-[=]]
e HEIXDc=Bm(emd

@ Performance MName [Startthe Data Collector Set. }'ype

4 [ Monitoring Tools

B8 Performance Monitor
4

DataCollector01

Output

Performance Counter

Lz Event Trace Sessions

: || Startup Event Trace Sessions
- [ Reports

4

I

Click the green arrow icon to start the data collection set.

Notice a green arrow is placed on top of the Memory Logs icon.

I Pe lonitor
(=) File

View Window Help [
= | *EXE o= Hm pEAd

@ Performance

Action

it Mame
4 [ Monitoring Tools

B# Performance Monitor
4

Type
[*] DataCollectordl Performance Counter

Output

Ch\PerfLogs\VICKI-PC_20101224-0000014\C

|| Event Trace Sessions

: || Startup Event Trace Sessions
- [ Reports

4

I

Step 6

To force the computer to use some of the available memory, open and close a browser.

Click the black box icon to stop the data collection set.
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e 2EXEcz B A

(%) Performance Name [ Stop the Data Collector Set. | Output

4 L Monitoring Tools [] DataCollector0l Performance Counter  C:\PerfLogs\VICKI-PC_20101224-000001\E
B8 Performance Monitor

4 _\‘1-) Data Collector Sets
a :3) User Defined

E_E_Memory.l._as-l

I+ [m System

_:-ﬁ‘ Event Trace Sessions
:-\,i Startup Event Trace Sessions
i [ Reports

4 I 2

e’ | BXEBo:z B pe2d

@ Performance MName Type Output

4 L Monitoring Tools [’] DataCollector0l Performance Counter  C:\PerfLogs\VICKI-PC_20101224-000001\E
B8 Performance Monitor
4 _\‘1-) Data Collector Sets
4 :3) User Defined

[ Memory Logs|
__:-ﬁ‘ Event Trace Sessions
) Startup Event Trace Sessions
i [ Reports

4 I 2

Step 7
Click Start > Computer > double-click drive C: > PerfLogs > Continue > VICKI-
PC_20101224-00001 > Continue.
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@uv| . v Computer » Local DIsk (C:) » Perflogs » VICKI-PC_20101224-000001
File Edit View Tools Help
Organize » Include in library + Share with = Burn Mew folder BE(«| OO .j@.
¢ Favorites I_‘DataCnllectnrﬂl.cva\)
Ml Desktop
4 Downloads

=] Recent Places

Double-click DataCollector01.csv file.

Note: If “Windows cannot open the file:” message appears select radio button Select a
program from a list of installed programs > OK > Notepad > OK.

- ™
_ | DataCallectorDl.csv - Notepad Elﬂléj

File Edit Format View Help

"{(PDH-C5V 4.0) (Pacific standard Time) !
{48007, "\\VICKI—PC\MemGr‘}r\Ava'i Table MBytes"
"12/24 /2010 14:20:56.0437,"2272"

"12/24 /2010 14:21:00.058","2271"

"12/24/2010 14:21:04.012","2271"
"12/24,/2010 14:21:08.012","2272"
"12/24/2010 14:21:12.012","2247"
"12/24/2010 14:21:16.012","2270"
"12/24/2010 14:21:20.012","2261"
"12/24/2010 14:21:24.012","2277"
"12/24,/2010 14:21:28.012","2277"
"12/24/2010 14:21:32.013","2260"

"12/24,/2010 14:21:36.013" : "2231"

"12/24/2010 14:21:40.013","2231"
"12/24/2010 14:21:44.013","2223"
"12/24,/2010 14:21:48.013","2223"
P”12f2¢f2DlD 14:21:52.013","2269"
"12/24/2010 14:21:56.013","2225"
"12/24/2010 14:22:00.013","2261"
"12/24/2010 14:22:04.013","2261"
"12/24/2010 14:22:08.013","2260"
L A

What does the column farthest to the right show?

Step 8

Close the DataCollector01.csv file and the window with the PerfLogs folder.

Select the Reliability and Performance Monitor window. Right-click Memory Logs >
Delete > Yes.
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(%) File Action View Window Help

e | PEIXE o= B dbeAd

@ Performance

4 L Monitoring Tools [’]DataCollectordl Performance Counter  Ci\PerfLogs\VICKI-PC_20101224-000001\C
B8 Performance Monitor

a [ Data Collector Sets

4

MName Type Output

Start

Lz Event Trace Sessi

= Stop
L) Startup Event Tra

i+ ['fj Reports Save Template...
Data Manager...
Latest Report

MNew 3
View 3
MNew Window from Here

Delete
Refresh
Export List...

Properties

Help T

Deletes the current selection.

Open drive C: > PerfLogs folder > right-click VICKI-PC_20101224-000001 > Delete >
Yes.

Close all open windows.
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Part 5: Managing Windows 7 Remote Access

In this part of the lab, you will remotely connect to a computer, examine device drivers,
and provide remote assistance.

Recommended Equipment
e Two computers running Windows 7 that are directly connected to each other or through a
switch or hub.
e The two computers must be part of the same Workgroup and on the same subnet.

Step 1

Log on to Computer2 as a member of the administrator group. Ask your instructor for the
user name and password.

Click Start > Control Panel > System and Security > Allow remote access.

F ™
System Properties " s M

| Computer Name I Hardware I Advanced I System Protection | Remote |

Remote Assistance

[¥] Mllow Remote Assistance connections to this computer

What happens when | enable Hemote Assistance?

Remote Desktop
Click an option, and then specify who can connect, if needed.
*) Dont allow connections to this computer

() Mlow connections from computers running any version of
Remote Desktop {ess secure)

@ Alow connections only from computers running Remote
w.gsldop with Network Level Authertication (more secure)

Help me choose Select Users...

[ ok || cancel || appy |

. A

In the “Remote Desktop” area, select the radio button next to Allow connections only
from computers running Remote Desktop with Network Level Authentication (more
secure).

If a message appears warring the computer is set to go to sleep, click the Power
Options link.
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“Remote Deskiop

This computer is set up to go to sleep or hibemation
when not in use. While the computer sleeps or

The “Select a power plan” screen appears.

2|

LR R e * -

ﬁ » Control Panel » Hardware and Sound » Power Options » Edit Plan Settings - | #4 ||| Search Control Panel

G-

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use.

W Put the computer to sleep:

Change advanced power settings

Restore default settings for this plan

Save changsb‘lg [ Cancel

L .

Click Change plan setting > select Never > select Never > Save changes.

s T T

Remote Desktop | 29

This computer is set up to go to sleep or hibemation

i lé when not in use. While the computer sleeps or

T hibemates, people cannot connect to it remotehy.
To change this setting, go to Power Options in

Cortrol Panel.
-D K
x

LS A

Click OK to close the warning message.

In the “Remote Desktop” area, click the Select Users button.
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System Properties

(=]

the Administrators group can connect even if they are not listed.

Remote Desktop Users @

The users listed below can connect to this computer, and any members of

John_ComputerZ slready has access.

Add... ] [ Remaove

Toa create new user accounts or add users to other groups, go to Control
Panel and open User Accournts.

[ OK ] [ Cancel ]

Help me choose Select Users.. k‘

[ ok || cancel || 4oy |

Which user already has remote access?

Since you will use this account to gain remote access, you do not need to add any users,

click Cancel.

Click Apply > OK to close “System Properties” window.

| Computer Name | Hardware I Advanced | System Protection | Remote |

System Properties

Remote Assistance

Allow Remote Assistance connections to this computer

WWhat happens when | enable Remote Assistance?

Remote Diesktop
Click an option, and then specify who can connect, f needed.
() Dont allow connections to this computer

(&) Allow connections from computers running any version of
Remote Desktop ess secure)

@ Allow connections only from computers running Remots
Desktop with Network Level Authentication (more secure)

Help me choose Select Users...

0K || Canced || Appfyk]
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Click Start > Control Panel > System and Security > Windows Firewall > Turn
Windows Firewall on or off.

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) network location settings
f@ @ Turn on Windows Firewall
[7]Block all incoming connectiens, including those in the list of zllowed programs
Notify me when Windows Firewall blocks a new program
[@) () Turn off Windows Firewall (not recommended)
Public network location settings
f@ @ Turn en Windows Firewall
[]Bleck all incoming connectiens, including those in the list of allowed pregrams

Netify me when Windows Firewall blocks a new program

r@ (71 Turn off Windows Firewall (not recommended)

=

Make sure the Turn on Windows Firewall radio button is selected then click OK.

Close all open windows, log off computer2, and move to Computerl.

Step 2

Log on to Computerl as an administrator or a member of the administrator group. Ask
your instructor for the user name and password.

Click Start > All Programs > Accessories > Remote Desktop Connection.

. Acceszories -
Calculator
E¥ Command Prompt
@2 Connect to a Metwork Projector
B2 Connect to a Projector
=i Getting Started -
# Math Input Panel
mj Meotepad
@l Paint
B Remote Desktop Connection I/\[\%_l
5] Run
C% Snipping Tool
[, Secund Recorder
i Sticky Notes
@ Sync Center B
4 Windows Explorer
= werdPad
. Ease of Access

m

. System Teools
.. Tablet PC -

4  Back

| Search programs and files 2 |

YA oD
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When the “Remote Desktop Connection” window appears, type Computer2 in the
Computer field and click Connect.

| Remote Desktop
~><) Connection

Computer: Computer?

User name: Mone specified

You will be asked for credentials when you connect.

= Options

In the “User name” field, type the account name you used to log on to Computer2. For
example: John_Computer2.

In the “Password” field, type the password for the user.

Note: The user account must have a password.

Enter your credentials
These credentials will be used to connect to Computer2,

Domain:

[ | ==———

[T Remember my credentials

Click OK.
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|

Step 3

|i'1] The identity of the remote computer cannct be verified. Do
\__/’ you want to connect anyway?

The remote computer could not be autherticated due to problems with its
securty cerificate. k may be unsafe to proceed.

Certificate name

—z.‘J MName in the certificate from the remote computer:

Computer2

Certificate emors

The following emors were encourtered while validating the remote
computers cerificate:

I The cerificate is not from a trusted certifying authority.

Do you wart to connect despite these cedificate emors?

Dont ask me again for connections to this computer

| View cerfficate... | | es M | No ]

S|

“

=

Click Yes to allow the connection.

What happened to the desktop on Computerl?

From Computerl, right-click the desktop of Computer2 > New > Folder.

View
Sort by
Refresh

Paste

Paste shortcut

New Folder
N

: #] Shortcut
B  Screen resolution oy

W Gadgets i Bitmapimage

& Personalize Contact

Journal Document

WinRAR archive

Rich Text Document

Text Document

WinRAR ZIP archive

Briefcase
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Name the folder Remote Permission.

Right-click the Remote Permission folder > Properties > Sharing > Advanced Sharing
> Share this folder checkbox > keep the default name Remote Permission > OK.

Click the Security tab. Make sure the user name from Computerl is listed. If it is not,
create and add the user name. Example: Click Edit > Add > type John_Computerl >

OK.

Remote Permissions Properties

General | Sharing | Security | Previous Versions | Customize

Permissions for Rernote Permissions @ ktoptRemate Perr

Security
Object name:  C:\UsersJohn_Computer2iDesktopiFRemate Permr puter?]

3
Group ar User names:;

2 Jahn_Computer! [COMPUTER 24 ohr_Computer!)
| B2, SYSTEM

2 Jaohn_Computer2 [COMPUTER 2% ohn_Computer2)
| &2, Adrinistrators [COMPUTERZ\Admministrators)

Add... | Remave

Permissions Allaw Deny

Full control

M adify = :
Read & execute Ivance
List folder contents

Read

Learn about access control and permiszions

| Ok !}H Cancel || Apply

Click OK > Close.

Click Start > the arrow next to Log off > Disconnect.

Disconnect Ib
Lock

Step 4

Log on to Computer2.

Click Start > Control Panel > System and Security > Allow remote access
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System Properties @

|C0m|:|uter Mame | Hardware | Advanced | System Protection | Remote

Femote Assistance

[¥] Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remaote Deskiop
Click an option, and then specify who can connect, f needed.
(@) Dont allow connections to this computer

(@) Allow connections from computers nunning any version of
Remate Deskiop (ess securs)

@ Allow connections only from computers running Remate
Desktop with Metwark Level Authentication {mare secure)

Help me choose Select Users.

[ OK H Cancel ] Boply

Notice “Remote Assistance” is activated by default.
Click Advanced.

The “Remote Assistance Settings” window appears.

Remote Assistance Settings @

You can set limits for the use of Remote Assistance on this computer.

Remate control

Allow this computer to be controlled remotely

Invitations

Set the maximum amount of time invitations can remain open
T -

Fl Create invitations that can only be used from computers running
Windows Vista or later

[ oK !}J[ Canicel l

Make sure there is a check mark in the Allow this computer to be controlled remotely
checkbox, set the invitation to 1 Hours, place a check mark in the Create invitations
that can only be used from computers running Windows Vista or later checkbox,

and then click OK.

When the System Properties window appears, click Apply.
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Step 5

On Computer2, click Start > All Programs > Maintenance > Windows Remote
Assistance.

@ Default Pregrams
[ Desktop Gadget Gallery
':é Internet Explorer
@A Microsoft Security Essentials
Windows DVD Maker
=5 Windows Fax and 5can
 Windows Media Center
@ Windows Media Player
E_I Windows Update
8 KPS Viewer
, Accessories

m

| Games
. Maintenance
@ Backup and Restore
Iy Create a Systern Repair Disc
@' Help and Support
ol Windows Remote Assistance
) Microsoft Windows AIK I’I\‘Sr
BN Deployment Tocls Comrmand Prom
:j Windows System Image Manager -~

4 Back

| Search programs and files o |

Ble 1 al

The “Do you want to ask for or offer help?” screen appears.

l\\:._jl 2L Windows Remote Assistance

problems on the other person's computer,

Read our privacy statement online

Do you want to ask for or offer help?

Windows Remote Assistance connects two computers so that one person can help troubleshoot or fix

= Invite someone you trust to help you %
Your helper can view your screen and share control of your computer.

< Help someone who has invited you
Respond to a request for assistance from another person.

Cancel

Click Invite someone you trust to help you.

© 2007-2011, Cisco Systems, Inc. All rights reserved.

Page 69



IT Essentials: PC Hardware and Software v4.1

Chapter 12 — Lab/Student

The “How do you want to invite your trusted helper?” screen appears.

@ 2L Windows Remote Assistance
How do you want to invite your trusted helper?

connections te your helper. How de I know which to choose?

2 Save this invitation as a file

You can send this invitatien as an attachment if you use web-based e-mail.

to send an invitation

ompatible e-mail program thi

< Use Easy Connect

Use this option if Easy Connect iz alse available to your helper,

rt the e-mail program and attach th

You can create an invitation and send it to your helper, You can also use Easy Connect to simplify

Cancel

==

Which methods can you use to contact someone for assistance?

Click the Save this invitation as afile.

Locate the shared Remote Permission folder, and name the file Invitation to

Computerl.

A Save As

=l

@Uv| ., » Remote Permissicns

- | s | | Search Remote Permissions

Organize =

- Favorites
B Desktop

& Downloads

Mew folder

-~

MName

EEE
Date modified

Mo items match your search,

L Recent Places |

o Libraries
3 Documents
& Music
&= Pictures

E Videos

- 4] [}

o

@

Type

I alIinvitation to Computerl

Save as type: ’RA Invitations (*.msrclncident)

= Hide Folders l

ey |

Cancel ]

What type of extension does the file have?
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Click Save.

L Windows Remote Assistance
- Chat |} Settings [ Troubleshoot @ Help
Give your helper the invitation file and password

LYKIXMWEHSTP

[= =]

Waiting fer incoming connection...

When the “Windows Remote Assistance” window appears, record the invitation

password.
Example: ZYK3XMW5HS7P

Click Settings.

£n Windows Rernote Assistance Settings \EI

You can customize Remote Assistance by changing the settings below.

[¥] Use ESC key to step sharing control

[¥] Save a log of this session

[¥] Exchange contact information when using easy connect

Bandwidth usage

Medium

-Turn off background
-Don't allow full window drag

=]

What do these settings mean?

| o M{ Cancel

Make sure there is a check mark next to Use ESC key to stop sharing control.

Set the Bandwidth usage to Medium.

Which features are disabled with a Medium bandwidth usage?

Click OK.
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Step 6

On Computerl, click Start > Control Panel > Network and Internet > View network
computers and devices > double-click Computer2.

If you are asked to log on, use the user account from Computerl

[=]a x T

R Sestienrrmm—— | | seonvevnr 5]

Add a printer

Add a wireless device

Network and Sharing Center

Organize »

4 Computer (6)

0 Favorites

m Desktop :
18 Downloads 1@ COMPUTERL

U Eq
‘1= Recent Places

= COMPUTERZ
ol Libraries w

@ Documents -
Jp Music Windows Security - u
[E5] Pictures
B videos Enter Network Password

Enter your password to connect to: COMPUTER2

) Homegroup

- lJoh n_Computerl ]

—
1% Computer
‘ ’ S 8080 ]
] Domain: COMPUTERL

'?! Network J

[7] Remember my credentials

@ Lzgen failure: unknown user name or bad password,

[ ok QJ[ Cancel

‘! | COMPUTERZ Categories: Computer Network location: Network

Workgroup: WORKGROUP

Double-click the folder Remote Permission. Double-click the file Invitation to
Computerl.

B TTEaE.)
|. 4 <« COMPUTERZ » Remote Permissions - Search Remote Permissions pel |

Organize + Include in library + MNew folder | =] v| 0l @

. Favorites b
B Desktop
& Downloads fd

UE
‘=il Recent Places m

- Invitation to

o Libraries Computerl
@ Documents
B i

l 1 item Offline status: Online
l Offline availability: Mot available

.
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When the “Remote Assistance” window appears, type in the password recorded in Step
5. Example: ZYK3XMW5HS7P

'8 "y
Femote Assistance I&

Enter the password to connect to the remote
computer

You can get this password from the person requesting
assistance. A Remote Assistance session will start after you
type the password and click OF,

Enter password:

IYEIKMWEHSTP

[ QK L\@J[ Cancel

L -y

Click OK.

Step 7

From Computer2, answer Yes to allow access to the computer.

P =

Windows Remote Assistance @

Would you like to allow John_Computerl to
connect to your computer?

After connecting, John_Computerl will be able to see

whatever is cn your desktop.
[ es L\S‘J [ Mo ]

What are the privacy and security concerns?

Select the Windows Remote Assistance — Being helped by John_Computerl window
so it is activated.

2 Windows Remote Assistance - Being helped by John_Computerl El@
o Stop sharing [ Pause | Chat |} Settings @ Help
e o

=
@ Vour helper can now see your deslﬁgzup

Click Chat.
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£ Windows Remote Assistance - Being helped by John_Computerl
N [l Pause Chat F Settings (@ Help

**& Remote Assistance invitation has been opened.
**A Remote Assistance connection has been established.

=N [HoR =

Hi John_Computerl, my optical drive will not work.

@ Your helper can now see your desktop

In the chat field type Hi John_ Computerl, my optical drive will not work. Click Send.

Step 8

From Computerl, click the Request control button in “Windows Remote Assistance”

main menu.

1 Windows Remote Assistance - Helping John_Computer2

R, Raquest(rm&ul 1T Actual size . Chat i Settings @ Help

**A Remote Assistance connection has - ==
been established. F
John_Computer2: Hi John_Computerl, L ]

my eptical drive will not work. Recycle Bin

B Windows Remete Assistance - Being helped by John_Computerl
Pause ) Chat L} Settings @ Help

tion his
ecticn he

@ Vour helper can now see your desktop

Send

(@ Viewing the screen

Remote
Permissions

© 2007-2011, Cisco Systems, Inc. All rights reserved.

Page 74



IT Essentials: PC Hardware and Software v4.1

Chapter 12 — Lab/Student

Step 9

From Computer2, click the Allow John_Computerl to respond to User Account
Control prompts checkbox. Click Yes.

s

Control prompts

Windows Remote Assistance

What are the privacy and security concerns?

| Allow Jehn_Computerl to respoend te User Account

Would you like to allow John_Computerl to share control of your desktop?

To stop sharing control, in the Remote Assistance dialog bex, click Stop sharing or press ESC.

| Hy "f’r::L\\!J [ Mo

Step 10

From Computerl, select System Properties window for Computer2.

& Stop sharing [ Actual size Chat

**A Remote Assistance connection has
been established.

John_Computer2: Hi John_Computerl,
my optical drive will net work.
*John_Computer] has requested to share
control of the computer.
*John_Computerl is sharing control of
the computer.

Send

(@ Sharing control of the computer

% Windows Remote Assistance - Helping John_Computer2

 Settings (@) Help

F_a
-

Recycle Bin

& Windows Re stance - Being helped by John_(

& Stop shering [ Pau: F Settings i@ H
1 opened.

on hes been e 4

““Jehn_Compute] iz sharing control of the compute,

System Propeties

s

Computer Name | F

Adyznosd

[ Devioe Installstion Settrngs |

Sysiem Protection | Remate

Remote
Permissions.

@ Your helperis sharing contrel of your computer

Note: If the Computer2 System Properties window is closed, you need to open it before

you continue.

Click Hardware tab > Device Manager.
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£\ Windows Remote Assistance - Helping John_Computer2

N8 Stop sharing [ Actual size < Chat {(} Settings @ Help

been established.

John_Computer2: Hi John_Computerl,
my optical drive will nt work.
“John_Computerl has requested to share
<ontrol of the computer.
“John_Computerl is sharing control of
the computer.

A Remote Assistance connection has  + f ~
-

Recycle Bin

System Properties

Computer Name

2 Device Mansger

&2

File Action View

Help

=

rives

RAM GH22NP20

Enables the selected device.

Remote
Permissions
Update Driver Softuare...

Enable m

Uninstall
Sean for hardwere changes

Properties

@ Your helperis sharing contrel of your computer

Send

(@ Sharing control of the computer

Right-click the optical drive that has a black down arrow. Select Enable.

% Windows Remote Assistance - Helping John Computer2

& Stop shar&g I Actual size ) Chat i} Settings @ Help

been established.

John_Computer2: Hi John_Computerl,
my optical drive will not work.
~John_Computerl has requested to share
contral of the computer.
*John_Computerl is sharing control of
the computer.

**A Remote Assistance connection has l’z =
-

Recycle Bin

Chat

System Propenties

nce - Being helped by John ¢

VD-RAM GH22NP20 AT

Remote
Permissions

Vour helper s sharing contrel of your computer

Send

(@ Sharing control of the computer

Click the Stop Sharing button in Windows Remote Assistance main menu.

Click the red X button to close the Windows Remote Assistance connection.
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. Windows Remote Assistance - Helping John_Computer2.

Lt Request control [ Actual size ) Chat {F Settings (@) Help

A Remote Assistance connection has
been established.,

John_Computer2: Hi John_Computerl,
my optical drive will not work,
*John_Computerl has requested to share
control of the computer.
*John_Computerl is sharing centrol of
the computer.

*John_Computerl is not sharing control
of the computer,

e | Advanoed [ Sysiem Protection | Remate

“*John_C

=15 Device Mznager

File Action View

eS| &

424 Computer
M Computer

GH2ZNP20 ATA Device

Remote
Permissions.

Send

(@ Viewing the screen

(@ Vour helper can nows see your decktop

Close all open windows and log off Computerl.

Step 11

On Computer2, click on Device Manager so it is activated.

p
&=n Device Manager

File Action View Help

e IalEI Kol

-

=% S

4 = Computer?
.M Computer
e Disk drives
l,-, Display adapters
415 DVD/CD-ROM drives

= Flcpl,}' disk drives

: -E‘{‘,?' Fleppy drive controllers

p 25 Human Interface Devices
b g IDE ATASATAPI controllers

- 0 Keyboards

to HL-DT-ST DVD-RAM GH22ZMP20 ATA Device

m

Dose the optical drive have a black arrow?
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Close the Device Manager window and the Windows Remote Assistance window.
Delete the Remote Permission folder and empty the Recycle Bin.
Select the System Properties window.

Select the Remote tab and place a check mark next to Don’t allow connection to this
computer > OK.

P =

System Properties @

| Computer Name I Hardware | Advanced | System Protection | Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Hemote Assistance?

Femote Deskiop
Click an option, and then specify who can connect, f needed.
i@ Dont allow connections to this computer

i Allow connections from computers running any version of
Femote Desktop Jess secure)

i) Mllow connections only from computers unning Remote
Desktop with Metwaorks Level Authentication {more secures)

Heln me choose Select sers..

| ok L\‘sJ[ Cancel || Apply |

Log off Computer2.
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